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Executive Summary
Effective response during emergencies relies upon the successful convergence of several elements such as appropriately trained and equipped personnel, a plan or blueprint for response that is well-understood by responders, and the ability of multiple agencies to coordinate and prioritize their actions for a common goal.  The strategies to achieve response success are outlined in a number of local, State and Federal guidelines.  Communications is a support function that spans all aspects of response. Operable and interoperable communications are the subject of numerous, specific guidelines that illustrate the manner in which communications shall be established for an incident and how communications shall be coordinated as an incident escalates.

Interpreting and consolidating communications requirements can be challenging for many local jurisdictions.  This issue is especially true in Alaska where community profiles vary dramatically from large, metropolitan areas to small, rural villages.  Alaska has already made considerable progress in aligning statewide communications requirements through the State Communications and Interoperability Plan (SCIP) and the regional Tactical Interoperable Communications Plans (TIC Plans).  Additionally, many jurisdictions have their own Operable Communications Plan and Interoperable Communications Response Plan.  Despite the availability of communications plans and reference documents, many Alaskan communities are unable to provide adequate and appropriate communications training for frontline responders, support staff, and technical staff.  Additionally, operable and interoperable communications elements are often excluded from or neglected during emergency response exercises.  In response, the Alaska Division of Homeland Security and Emergency Management (DHS&EM) has established the Strategic Interoperable Communications Training and Exercise Plan (SICTEP) as a specific and user-friendly guideline for Alaskan communities.  

The SICTEP focuses upon 70 communities selected by DHS&EM.  Because of the great contrast between small and large communities in Alaska, the SICTEP ranks these communities according to four basic risk or impact categories:  high impact, moderate-high impact, moderate-low impact, and low impact.  These impact assessments were based upon criteria such as population, proximity to critical infrastructure and history of emergency incidents.  SICTEP is based upon the premise that high impact communities need to demonstrate a higher level of interoperable communications capabilities than low impact communities.  As such, SICTEP defines four levels of operable and interoperable communications expectations—one for each of the impact levels.  This ensures that resources are being appropriately allocated for communities with higher impact levels and that smaller, low impact communities are not expected to demonstrate a complex level of communications capabilities that are excessive and unrealistic for their needs.  

Based upon the capabilities that are specified for each impact level, communities are then provided with a specific prescription or formula for achieving levels of interoperable communications training and exercises that are appropriate for their impact level.  For example, high impact communities might be asked to validate their communications capabilities through an annual full-scale exercise.  In contrast, low impact communities might be required to validate their communications capabilities through a monthly activation of their emergency response phone trees.  

As a result of this process, the SICTEP includes a specific recommendation for each community in the form of a three-year plan.  This plan includes an annual training schedule as well as a suggested exercise timeline.  Both the training and exercise recommendations are based upon a level of complexity that increases each year for each community.  This format will provide both an easy template for communities to follow and a simple reference for State training and exercise coordinators.

Finally, the SICTEP includes references intended to assist communities in acquiring training and executing exercises.  For example, the training section includes step-by-step procedures for requesting in-state training, funding for training and attending out-of-state training.  The exercise section includes strategies to ensure that interoperable communications elements are included in all exercises and templates designed specifically to measure interoperability components of exercises.  

By designing a unique, customized training and exercise plan for each community, the SICTEP holds each community accountable, eliminates unrealistic expectations and establishes a clear path toward improved communications at both the State and the local level.  
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1.0
Introduction
1.1
Purpose
The purpose of the Strategic Interoperable Communications Training and Exercise Plan (SICTEP) is to create a cohesive, strategic plan for the delivery of interoperable communications training and exercises in Alaska.  The plan defines the elements of operable and interoperable communications to be used in Alaskan exercises, recommends communications-specific training for communities and agencies, and provides a specific communications training and exercise roadmap for 70 communities. 

1.2
Scope

The SICTEP project focuses specifically upon 70 Alaska communities selected by the DHS&EM.  These communities are a diverse range of metropolitan areas, coastal communities, rural towns and isolated villages.  Populations range from less than 500 to more than 250,000 people.  The communities are listed below:

	Aleutians East

Bethel

Big Lake

Bristol Bay

Cantwell

Cooper Landing

Cordova

Craig 

Delta Junction

Denali

Dillingham

Eagle

Fairbanks, City of

Fairbanks North Star Borough

Gakona

Galena

Girdwood

Glennallen

Gulkana 

Haines, City of

Haines Borough

Healy

Homer
	Hoonah

Hooper Bay

Hope

Houston

Juneau

Kasilof

Kenai

Kenai Peninsula Borough

Ketchikan, City of

Ketchikan Gateway Borough

Kivalina

Kodiak, City of

Kodiak Island Borough

Kotzebue

Lake and Peninsula

Matanuska-Susitna Borough

McGrath

Mentasta Lake

Moose Pass

Municipality of Anchorage

Nelchina

Nenana

Ninilchick

Nome
	North Pole

North Slope Borough

Northwest Arctic Borough

Palmer

Petersburg

Seward

Sitka

Slana

Soldotna

Sutton

Talkeetna

Tanana

Tazlina

Tetlin Junction

Tok

Unalaska

Valdez

Wainwright

Wasilla

Whittier

Willow 

Wrangell

Yakutat
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Figure 1-1:  State of Alaska Map
Though there are many aspects of operable and interoperable communications critical to successful response, this document focuses exclusively upon training and exercise strategies for operable and interoperable communications within the select communities.  SICTEP is not intended to dictate specific equipment, technology, or staffing ratios for the selected communities.  
1.3
General Approach to Plan Development – 
Communities vs. Agencies

SICTEP addresses an audience of communities rather than specific agencies within those communities.  This approach was followed due to four main factors: 
1. Absence of a consistent communications point of contact in each community 
2. Concern that volunteer agencies would lack the authority to enact SICTEP in their communities

3. Communication grants are applied for and allocated by community rather than specific agencies within communities

4. Effective operable and interoperable communications rely upon the successful sharing of information among community agencies rather than within a single agency 

1.3.1
No Established, Consistent Lead Communications Agency

In many of the 70 SICTEP communities, there is no primary agency responsible for operable and interoperable communications.  For example, a few communities have their own communications departments.  In some communities, fire departments manage all aspects of communications.  Other communities rely upon law enforcement personnel for the operational aspects of communications while information technology (IT) staff addresses the technical aspects of communications.  With so many disparate communications management structures, it seemed unlikely that a training and exercise strategy could be developed that would successfully address and account for the unique structure of each agency in every community.  As such, all surveys and assessments were designed to illustrate the overall picture of the community rather than evaluate each agency within that community.  The SICTEP process recognizes that even within local communities, interoperable communication competencies can vary widely from agency to agency.

1.3.2
Differences in Agency Authorities

Many leading Alaskan response agencies are fully or partly staffed by volunteers.  As such, it may not be appropriate in some cases to assume that an agency has the authority to dictate a training or exercise program within a particular jurisdiction—even if that program is a State standard.  By addressing all SICTEP communications and responsibilities to community elected officials, the strategy has an improved chance of being assigned to the appropriate agency with the support of community leadership.  It is assumed that the support of community leadership will help to ensure compliance with the SICTEP strategy.   

1.3.3
Communication Grants Allocated to Communities

The Alaska Division of Homeland Security and Emergency Management currently allocates grant funds to communities rather than specific agencies within those communities.  Grant funded exercise and training are frequently multi-agency, multi-disciplinary events.  The inclusion of multiple agencies and different disciplines is even more critical when training for interoperable communications and validating communications plans.  It is therefore logical for the SICTEP to follow the administrative practices already established by DHS&EM. 

1.3.4
Communication Challenges

The greatest communications challenge remains the sharing of information among agencies and individuals.  The inability for agencies to communicate with each other during incidents is illustrated over and over again in both real disasters as well as full-scale exercises.  This inability stems from the relative novelty of cross-disciplinary communications in a real-time setting.  Local law enforcement is usually completely comfortable communicating during daily operations.  During minor incidents, they may rely upon dispatchers or face-to-face communications with other disciplines such as emergency medical responders or fire fighters.  
However, in a major, complex situation these informal, cumbersome methods of communications are woefully inadequate.  Attempts to communicate via radio are often thwarted by lack of appropriate programming, lack of protocol, processes and procedures and unfamiliarity with the capabilities of equipment.  As such, it is critical for disciplines within a community to train together and exercise together.  A single agency with a high level of internal communications competency becomes far less effective when attempting to communicate with agencies that lack high-level communications capabilities.  In other words, the SICTEP focuses upon communities because community response will only be as good as its least capable agency.  

For the reasons stated above, SICTEP is a strategy that should be applied to each community as a whole and not to individual agencies within those communities. 
1.4
Assumptions and Constraints

Development of an effective communications training and exercise strategy for Alaskan communities can be challenging based upon the wide range of capabilities among communities.  For example, most communities along the Alaskan rail belt have access to the interoperable Alaska Land Mobile Radio (ALMR) system.  However, access to the system does not necessarily imply the use or understanding of its full capabilities.  Other communities have no access to interoperable communications infrastructure and may rely solely upon localized two-way radios and limited cellular telephone coverage.  Still other remote communities utilize satellite phones and long range High Frequency (HF) radios as their main methods of relaying information. 

In addition to the disparities of access to and use of systems and equipment, communities vary widely in terms of access to responders and the capabilities of those responders.  Some communities have hundreds of responders.  In other communities responders are measured by the dozen.  Other communities may be served by only a single responder who may be responsible for all medical emergencies, organizing fire response and acting as a liaison for law enforcement issues.  In the latter, it is unrealistic to expect a single responder to implement a highly technical and complex communications training and exercise strategy.  Personnel resources are simply not available.   

Finally, communities may have a cadre of paid and volunteer staff who are eager to implement a training and exercise plan; however, these communities may not have a recognized government structure (i.e. they are unincorporated) and do not have access to the funding that would enable them to conduct complex, structured exercises or to bring communications training to their communities.  

SICTEP has been developed based upon these assumptions and constraints.  

1.5
Authorities

Alaska has a number of authorities that can be used to aid any response.  Though these authorities do not necessarily focus upon communications-specific functions during a disaster, it is worthwhile to note the authorities under which a multi-agency communications response may be required and requested.  
· The Alaska Department of Administration is the parent agency for the Information Technology Group (ITG).  ITG manages the State’s emergency telecommunications network that supports DHS&EM, local law enforcement agencies, the Alaska Railroad Corporation and other response agencies.  

· The State of Alaska is a signatory to the Pacific Northwest Emergency Management Arrangement, a disaster Mutual Aid Agreement (MAA) among the States of Alaska, Oregon, Washington, and Idaho as well as the Province of British Columbia and the Yukon Territory in Canada.  The signatories agree to provide assistance to each other’s emergency organizations if emergency/disasters are beyond State or Provincial capability.  
· The Alaska Disaster Act (Alaska Statute 26.23) gives the Governor extraordinary power during a declared disaster and activates the Disaster Relief Fund.

· The Alaska Civil Defense Act (Alaska Statute 26.20) gives the Department of Military and Veterans Affairs broad authority to undertake civil defense planning and operational functions and gives the Governor extraordinary powers during a declared emergency.

· Alaska Statue 46.03.865 gives the Department of Environmental Conservation emergency authority to issue orders directing that action be taken when it finds that an actual or imminent discharge of hazardous substance or low-level radioactive material poses an immediate threat to the public’s health and welfare or to the environment.

· Alaska Statute 18.60.505 gives the Department of Health and Social Services extraordinary authority to issue orders directing that action be taken when it finds that an emergency exists that requires immediate action to protect the public’s health or welfare.  

1.6
Elements of the SICTEP
The SICTEP is comprised of four basic elements:

· Background on and explanation of the development of the plan

· Overview of the methodology used to develop the plan

· Specific training and exercise plan for each community
· Appendices including list of commonly used terms, citation of references, and training and exercise templates

While State and Federal officials may wish to review the plan in its entirety, local jurisdictions may decide to focus exclusively upon their specific community roadmap for interoperable communications training and exercises based on templates for the communities in a comparable impact category.
2.0
Relevant Documents and Programs
A number of documents have been taken into consideration in the development of the SICTEP.
2.1
SAFECOM Interoperability Continuum

Developed with practitioner input by the Department of Homeland Security’s SAFECOM program, the Interoperability Continuum is designed to assist emergency response agencies and policy makers to plan and implement interoperability solutions for data and voice communications. This tool identifies five critical success elements that must be addressed to achieve a sophisticated interoperability solution: 
· Governance

· Standard operating procedures (SOPs)

· Technology

· Training and exercises

· Usage of interoperable communications. 
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Figure 2-1:  Interoperability Continuum
Jurisdictions across the Nation can use the Interoperability Continuum to track progress in strengthening interoperable communications.
The SICTEP was developed using the Interoperability Continuum’s five elements as a means to judge a community’s capability for communications.  The elements are also used in the SICTEP as a basis to define expectations of communications capabilities for communities based upon their assessed impact levels.  
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Figure 2-2:  SAFECOM Interoperability Continuum Graphic
2.2
National Emergency Communications Plan

The National Emergency Communications Plan (NECP) is a strategic plan that sets goals and identifies key national priorities to enhance governance, planning, technology, training and exercises, and disaster communications capabilities.  The NECP provides recommendations, including milestones, to help emergency response providers and relevant government officials make measurable improvements in emergency communications.  The U.S. Department of Homeland Security (DHS) defined a series of goals that establish a minimum level of interoperable communications and a deadline for Federal, State, local, and tribal agencies to achieve that minimum level.  These goals provide an initial set of operational targets that will be further defined by the Office of Emergency Communications (OEC) through a process that engages Federal, State, and local governments; the private sector; and emergency responders.
· Goal 1:  
By 2010, 90 percent of all high-impact Urban Areas designated within the Urban Area Security Initiative (UASI) are able to demonstrate response-level emergency communications within one hour for routine events involving multiple jurisdictions and agencies. 

· Goal 2:  
By 2011, 75 percent of non-UASI jurisdictions are able to demonstrate response-level emergency communications within one hour for routine events involving multiple jurisdictions and agencies. 

· Goal 3: 
By 2013, 75 percent of all jurisdictions are able to demonstrate response-level emergency communications within three hours of a significant event as outlined in national planning scenarios.

The vision of the NECP is to ensure emergency response personnel at all levels of government and across all disciplines can communicate as needed, on demand, and as authorized, through improvements in communications operability, interoperability, and continuity nationwide.

Because Alaska does not have a UASI, the SICTEP does not include steps to achieve NECP Goal 1.  Based upon the profile of the vast majority of Alaskan communities, it is unrealistic to expect compliance with Goals 2 and 3 on a statewide basis.  However, SICTEP does include the premise that all high impact and moderate-high impact Alaskan communities will comply with the NECP Goals 2 and 3.

2.3
National Incident Management System

The National Incident Management System (NIMS) is a structured framework used nationwide for both governmental and non-governmental agencies to respond to natural disasters and or terrorist attacks at the local, State, and Federal levels of government.  The 2003 Presidential Directive (HSPD-5) required all Federal agencies to adopt the NIMS and to use it in their individual domestic incident management and emergency prevention, preparedness, response, recovery and mitigation programs and activities. 
The directive also required Federal Departments to make adoption of NIMS by State, tribal, and local organizations a condition for federal preparedness assistance beginning in fiscal year 2005.  In addition, all State, tribal, and local emergency personnel with a direct role in emergency preparedness, incident management or response were to have completed NIMS training by October 1, 2005.  After the directive was adopted, all State, tribal and local personnel with any role in emergency response were given until October 1, 2006 to complete training for NIMS compliance.  This deadline has since been extended.
The SICTEP complies with all NIMS-related guidance and assumes that all high impact and moderate-high impact Alaskan communities are NIMS-compliant.  However, some low impact and moderate-low impact communities may not have yet achieved NIMS compliance—nor may it be appropriate or possible for them to achieve NIMS compliance.  This factor has been considered while developing the SICTEP expectations of community communication capabilities. 

2.4
The Incident Command System

Incident Command System (ICS) is a set of personnel, policies, procedures, facilities, and equipment, integrated into a common organizational structure designed to improve emergency response operations of all types and complexities.  ICS is based upon a flexible, scalable response organization providing a common framework within which people can work together effectively. These people may be drawn from multiple agencies that do not routinely work together, and ICS is designed to give standard response and operation procedures to reduce the problems and potential for miscommunication on such incidents. ICS has been summarized as a "first-on-scene" structure, where the first responder of a scene has charge of the scene until the incident has been declared resolved, a superior-ranking responder arrives on scene and seizes command, or the Incident Commander appoints another individual Incident Commander.

ICS is a key component of NIMS.  All SICTEP references to response, command, coordination, and communication hierarchy are compliant with ICS architecture and philosophies.  
2.5
The Homeland Security Exercise and Evaluation Program (HSEEP)
The Homeland Security Exercise and Evaluation Program (HSEEP) is a capabilities and performance-based exercise program that provides a standardized methodology and terminology for exercise design, development, conduct, evaluation, and improvement planning.   The Homeland Security Exercise and Evaluation Program (HSEEP) constitutes a national standard for all exercises and is a requirement for all DHS-funded projects. Through exercises, the National Exercise Program supports organizations to achieve objective assessments of their capabilities so that strengths and areas for improvement are identified, corrected, and shared as appropriate prior to a real incident.  The HSEEP is maintained by the Federal Emergency Management Agency’s National Preparedness Directorate, Department of Homeland Security. 
In all exercise-related guidance and references to high impact and moderate-high impact Alaskan communities, the SICTEP is compliant with all HSEEP guidance.  For Alaskan low-impact and moderate-low impact communities, SICTEP interprets HSEEP guidance and recommends those elements that are relevant and practical for small and rural Alaskan communities.  
2.6
Alaska Statewide Communications Interoperability Plan
(SCIP)

2.6.1
Overview

The SICTEP adheres to the guidelines, strategies and philosophies outlined in the Alaska Statewide Communications Interoperability Plan (SCIP).  The primary focus of the SCIP is to leverage the many financial, planning, technological and operational investments that have taken place and integrate them into a singular vision of interoperable communications in Alaska.  (SCIP, December 2007, Executive Summary)  The SICTEP is intended to complement the strategies outlined in the SCIP and to provide a sense of continuity and cohesion through communications training and exercise.

Like the SCIP, the SICTEP places heavy consideration upon rural, remote, un-served and under-served communities in Alaska.  These communities often do not benefit from the funding, guidance or instruction that larger Alaskan communities may receive.  Through the SICTEP, even small villages are given a template through which they can achieve their own appropriate level of interoperable communications training and exercises.  As noted in the SCIP for achieving the appropriate level of interoperability within Alaskan communities:  
“Alaska faces many challenges in providing interoperable communications for its public safety and emergency response community.”  

(SCIP, December 2007, Executive Summary)

Lack of robust communications infrastructure, distance, topography, and geography, uniqueness of local government and tribal structures, and economic limitations all create situations that must be addressed creatively.  

The SICTEP recognizes that national standards for interoperable communications training and exercise may not be appropriate for all Alaskan communities.  Like the SCIP, the SICTEP will, 
“provide Alaska with the guidelines it needs to establish interoperability, and focus on communities that have had to survive on ingenuity in order to establish and maintain communications within the community as well as with their neighboring communities.”  

(SCIP, December 2007, page 1)  
In addition to guiding the philosophies of the SICTEP, the SCIP acts as a unifying document for the following plans:

· Regional Tactical Interoperable Communications Plans

· Alaska Land Mobile Radio System Maintenance and Operations Plan

· Communications and Warning Annexes to Local, Regional, and agency-specific Emergency Operations Plans

· Alaska Statewide Emergency Medical Services Communications Plan

2.6.2
SCIP Statewide Assessment

In the 2007 SCIP, the State of Alaska rated itself in the following manner based upon the State Interoperability Continuum Assessment.

	Continuum Element
	Rating

	Governance
	Medium-High

	Standard Operating Procedures
	Medium

	Technology
	Medium

	Training and Exercise
	Low

	Usage
	Medium-High


Though much progress has been made in the areas described above, Alaska assigned itself a low score for the training and exercise category noting that “the biggest deficiency to date has been the lack of coordination of these efforts statewide and including the smaller communities of Alaska.”  (SCIP, December 2007, page 40)

Section 4.4 of the SCIP includes the following description about the current status of interoperable communications training and exercise programs in Alaska.  

“Alaska rates its interoperable training and exercise (capabilities) as low.  A number of factors, including constantly changing technology, lack of federal communications training and exercise guidance, and un-coordinated approaches to interoperable communications have led to this analysis.  Every (single) agency, multi-agency, regional and statewide exercise after action report identifies the lack of training and lack of focus on interoperable communications as key areas of improvement.”  

SCIP, December 2007, page 68).  
2.6.3
SCIP Directives for the Development of the SICTEP 
The SCIP describes the components and tasks necessary for the successful development of the SICTEP.  Specifically, “The goal of the SICTEP will be to incorporate and synchronize communications training and exercise activities into Alaska’s broader initiatives to train and exercise all-hazards response and management functions at the local, tribal and State level.”  The plan will outline specific timelines, milestones, curricula, and course/exercise schedules as they relate to two training focus areas.  

The first focus area will center on the application and use of specific technology.  This includes vendor specific training on hardware and software platforms being utilized in Alaska.  The second and most important area will focus on NIMS and ICS training and Continuity of Operations/Government and ICS/EOC interface with relation to the Alaska Emergency Response Plan.  

2.6.4
Alaska Multi-Year Training and Exercise Plan (MYTEP)
As noted in the SCIP, the SICTEP will be one of a number of annexes to the Alaska Multi-Year Training and Exercise Plan.  This plan is incorporating the priorities and objectives of all agencies responsible for all-hazards emergency response and public safety.  Exercises and evaluations of interoperable communications training will be performed through communications-specific, multi-discipline, multi-agency and regional and statewide exercises.  After action reports will document collaboration efforts of these activities and will identify corrective actions as well as current and future requirements.  
2.6.5
Alaska EMS Goals:  A Guide for Developing Alaska’s 
Emergency Medical Services System
The SICTEP also contains components drawn from the Alaska EMS Goals:  A Guide for Developing Alaska’s Emergency Medical Services System. While trying to maintain alignment between the two plans, it is important to acknowledge the specific differences between the plans which makes integrating them challenging.  For example, the EMS Goals Plan categorizes communities by medical resources and access to medical care while the SICTEP uses risk-based criteria to categorize plans.  The EMS Goals Plan cites general expectations of communications capabilities in Alaskan communities while the SICTEP lists specific planning, training and exercise requirements for each community.  And while the EMS Goals Plan is created to align Alaskan medical delivery standards based upon specific Federal and State medical guidelines, the SICTEP combines elements of all-hazard plans in order to establish a relevant communications program for Alaska.  In summary, the SICTEP does not conflict with the directives outlined in the Alaska EMS Goals Plan; in fact, SICTEP guidance will provide specific training and exercise guidance that will compliment Alaska EMS Goals.
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3.0
Alaska Training and Exercise Plan Overview
Originally developed in 2007, the Alaska Multi-Year Training and Exercise Plan (MYTEP) describes general guidelines for training and exercise per the Department of Homeland Security Exercise and Evaluation Program.  The 2009 MYTEP includes training and exercises for three years, through 2011.  Interoperable communications is identified as a priority for training and exercise in 2007 and in subsequent annual MYTEP updates.  The MYTEP provides a general overview of interoperable communications training and exercise goals that focuses upon outcomes.  However, the MYTEP does not recommend the necessary actions to achieve those outcomes.  

The 2009 MYTEP training goals include:

· Supporting the implementation of the Alaska Land Mobile Radio (ALMR) System

· Improving the abilities for State, local, and tribal governments to continue operations under all conditions.

· Expanding and strengthening regional collaboration and cooperation and coordination of resources to prevent, mitigate, respond to, and recover from terrorism incidents or natural disasters.
· Implementing NIMS and the NRF to provide a consistent, nationwide approach for Federal, State, tribal, and local governments to work effectively and efficiently together to prepare for, respond to, and recover from all types of domestic incidents.

· Relevant Action Item: Incorporating NIMS into standard operating procedures (SOPs) and emergency operations plans (EOPs). 

· Increasing statewide communications and interoperability, allowing all local jurisdictions the capability to share voice, data, and full-motion video when authorized. Establish, train, and exercise a Tactical Interoperable Communications Plan (TICP).
· Ensuring local agencies and jurisdictions posses’ operable and interoperable capabilities as needed.

· Ensuring communities are interoperable with neighboring communities.
· Ensuring “regional hubs” and State / Federal responding agencies have the appropriate technologies and procedures to provide interoperability when responding to incident and event locations.
· Improving statewide alert and warning capability.
The MYTEP exercise goals include:

· Providing an exercise framework

· Providing exercise assistance to local jurisdictions

· Implementing lessons learned/improvement process

· Evaluating state strategy implementation

· Evaluating emergency response plans
Earlier 2007 MYTEP training goals included:

· Supporting the implementation of the Alaska Land Mobile Radio (ALMR) System

· Providing State and local responders and planners with up-to-date training on the National Incident Management System (NIMS)

· Improving capabilities within Emergency Operations Centers (EOCs) and emergency management agencies

· Enhancing the abilities of agencies to provide services measured by the U.S. Department of Homeland Security (DHS) Target Capabilities List (TCL)

3.1
Summary of Interoperable Communications in the MYTEP
Beginning in 2007, and further articulated in subsequent and current MYTEP, DHS&EM placed an emphasis upon an all-hazards approach and focus to select capabilities included on the Target Capabilities List (TCL).  Strengthen interoperable communications was one of seven areas of focus described in the MYTEP.  Specifically the MYTEP calls for the strengthening of interoperable communications by increasing statewide communications and interoperability, allowing all local jurisdictions the capability to share voice, data, and full-motion video when authorized.  The 2009 MYTEP reiterates the commitment to train and exercise the Tactical Interoperable Communications Plan (TIC Plan).   
3.2
SICTEP Consistency with the
State Training and Exercise Guidance
There are several training and exercise expectations outlined in the MYTEP.  In terms of describing requirements for local jurisdictions, the 2009 MYTEP includes the following language:

“…the State’s responsibilities are to provide technical assistance and support to communities, coordinate regional training and exercise collaboration, and coordinate training and exercise-funding requests.  DHS&EM envisions that the local communities’ roles and responsibilities are to plan, conduct, and evaluate one exercise per year; establish an exercise design and evaluation team; establish and strengthen regional ties through exercises; participate in the annual statewide planning workshop; and request funding to participate in the State plan.”  

The SICTEP is compatible with this general guidance for local jurisdictions.  However, the SICTEP makes distinctions among Alaskan communities and recognizes that at a practical level, most Alaskan communities will not be able to achieve some of the more complex and technical guidelines described by the State and recommended by DHS HSEEP.  For example, many communities do not participate in annual statewide planning workshops due to lack of funding or logistical challenges.  Similarly, many communities do not have the personnel or resources to establish a fully functional exercise design and evaluation team.  
SICTEP recognizes these differences among communities and that lack of compliance with the MYTEP is usually the result of lack of resources rather than a lack of will or enthusiasm.  In order to give each of the select SICTEP communities an opportunity to effectively train and exercise operable and interoperable communications, SICTEP is based upon four levels of complexity and compliance.  In general, smaller communities are directed to conduct less complex exercises and training less frequently than larger communities.  In all other aspects, the SICTEP remains compliant with the MYTEP.  

3.3
MYTEP Training Guidance

The MYTEP advises local jurisdictions to consider the following items when developing their own training goals and schedules:

· Planning:  look for opportunities during the planning process

· Purchasing Equipment:  factor in training related to new equipment

· Exercises: identify response and recovery needs

· Evaluation:  develop improvement actions and track them to completion

· Training Announcements:  keep the State informed about staff changes

· Verifying DHS&EM training and exercise calendar for opportunities

· Thinking regionally by sharing training and exercise opportunities with neighboring jurisdictions

· Coordinating efforts with all response and recovery agencies

The SICTEP training guidance includes as many of these item as practicable and does not conflict with any of the MYTEP training guidance.

3.4
MYTEP Exercise Guidance

The MYTEP advises a building block approach to exercises for local jurisdictions.  This building block approach not only ensures the successful progression in exercise design, complexity, and execution but also allows for the appropriate training and preparation to occur in the community conducting the exercise.  The MYTEP and the SICTEP are similar in this strategy in that both are tailored to each specific region or jurisdiction.  However, while the State recommends progress from seminar-style exercise to an eventual full-scale exercise, the SICTEP recommends full-scale exercises only for larger communities or those communities that have been assessed to be at high or moderate high impact.  
4.0
State of Alaska Operable and
Interoperable Communications Strategy

According to the Alaska State Homeland Security Strategy, approved by the Federal Emergency Management Agency (FEMA) in March 2009, the State of Alaska should strive to achieve the five following operable and interoperable communications goals: 

· Provide statewide, sustainable, interoperable communications infrastructure to support local, regional, and statewide response to all–hazard and terrorist related incidents.  
· Ensure that local agencies and jurisdictions possess operable and interoperable capabilities as needed.  
· Ensure that communities are interoperable with neighboring communities.

· Ensure “regional hubs” and State / Federal responding agencies have the appropriate technologies and procedures to provide interoperability when responding to incident and event locations.  
· Improve statewide alert and warning capability.

Communication goals are to be achieved through the actions, programs and policies listed below.  These items are also common elements in the State Communications Interoperability Plan and the Alaska Regional Tactical Interoperable Communications Plans.   

· Complete community–by–community communication capability and needs assessment. Identify un–served and underserved communities that lack operable communications systems. Prioritize resource allocation based on gaps.

· Identify voice and data communications technology that is economically and technically appropriate to each community.

· Provide resources to build interoperable communications systems where appropriate. Connect existing disparate systems through gateways and other advanced technologies.

· Facilitate and support local communications training and exercise activities.

· Assess existing regional and neighboring community communications systems and solutions. Identify gaps in voice and data communications between neighboring communities while leveraging existing systems and technologies.

· Identify strategies to support long term, sustainable funding and technology.

· Facilitate and support regional training and exercise activities including TIC Plan validation exercises.

· Inventory current strategic and tactical reserve capabilities and existing fixed and deployable voice and data interoperability infrastructure (i.e. gateways).

· Identify suitable locations for additional fixed and deployable reserve components. Acquire and deploy strategic technology reserve equipment.

· Update the State of Alaska Emergency Alert System (EAS) plan to incorporate next–generation Emergency Alert System Common Alerting Protocol 2.0. 
· Develop Amber Alert and Tsunami Warning Annexes.

· Update and disseminate the Alaska Amber Alert System Plan.

· Analyze and design next generation Emergency Alert System dissemination architecture.

· Continue to leverage Federal programs for the deployment of all–hazards siren systems.

The Strategic Interoperable Communications Training and Exercise Plan (SICTEP) strives to incorporate as many elements possible from the Alaska State Homeland Security Strategy for Communications.
5.0
Outreach and the
Information Gathering Process

The Strategic Interoperable Communications Training and Exercise Plan (SICTEP) outreach was designed to inform highly engaged organizations and community representatives as well as those community representatives that might not be as well-versed on training, exercise, and interoperable communications issues and goals.  Each required a different outreach strategy.  

5.1
Outreach to Membership Organizations

The initial project concept was presented to and approved by the Alaska Interoperable Communications Committee (AKICC).  AKICC received a monthly progress report and provided perspective for macro-level strategies within the plan.  This group provided feedback on several items.  Specifically, the committee reviewed and approved the Impact Factor variables and participated in a trial run for the Community Communications Surveys.  It was important to keep this group engaged in that they were very knowledgeable about Alaskan interoperable communications capabilities and policies.  AKICC members also provided information about unique communications systems in Alaska—especially those in rural communities.  

When the main components of the project were in place, the SICTEP overview was presented at the quarterly statewide Local Emergency Planning Commission (LEPC) meeting.   Representatives from communities around the state attended the meeting.  It was important to provide an overview of the program for these individuals because they were likely to be recipients of surveys and impact assessments for their communities.  The LEPC meeting was an opportunity to impress the importance of the program upon these key individuals.  

Engaging the members of these two key organizations was the main strategy for gaining support for the program at a statewide level and ensured that the plan was developed in a way that would be meaningful for Alaskan communities.

5.2
Outreach to Communities

While some communities have the staffing and technical expertise to address operable and interoperable communications on a regular basis, other communities do not have those same resources.  For this reason, it was determined that specific outreach to communities would be channeled through the local elected official or highest recognized community leadership agency.  In most cases, this individual was the Mayor of the community.  However, some outreach documents were sent to Chambers of Commerce, city clerks or native corporations.  Each outreach piece requested that the assessment or survey be distributed to the appropriate person within the community for response.  It was suggested that some survey responses may require a group effort among operational and technical staff.  This single point of community contact eliminated the possibility of receiving responses from multiple agencies within a single jurisdiction.  

5.3
Information Gathering – 
Impact Assessment
Through SICTEP, each of the select communities is ranked according to potential impact.  In this frame of reference, impact is defined as the potential impact that a catastrophic event in a community would have upon the state as a whole.  Of particular focus was the likelihood and quantity of State resources required to respond to an incident as well as the cascade effect of the disaster statewide.  It should be noted that the Impact Assessment is not a community hazard assessment.  
Impact Assessments were completed for each community.  Each community then received a copy of their Impact Assessment for review and correction.  Less than 10% of the communities requested any changes to their Impact Assessment.  It should be noted that the Impact Assessment also provided communities with advance notice that they would be receiving a Community Communications Survey the following month.  

5.4
Information Gathering – 
Community Communications Survey

Two versions of the Community Communications Surveys were developed in order to ensure that the information gathered was relevant to the community.  High impact and moderate-high impact communities received surveys that focused on the integration of disparate agencies, the role of dispatchers, the use of specific technology and the schedule for full-scale exercises.  Many of these questions were not relevant to the low and moderate-low impact communities and were not included on their surveys.  Following the same process as the Impact Assessment, the Community Communications Surveys were delivered to local elected officials and community leaders with a request that they be distributed to the appropriate response personnel.  Participants were given the option to respond via postal mail, email, fax, telephonic interview or an online data-gathering tool.  After an initial response of approximately 15% of the communities, additional follow-up was conducted and consisted primarily of follow-up via phone interview.  In an effort to encourage responsiveness, each community that responded to the survey by the deadline received a free satellite phone and service to be used for emergencies.  This offer provided an excellent incentive for busy, multi-tasking responders to complete and return the survey.   As a result, more than fifty percent of the surveys were completed and returned.
6.0
SICTEP Development Methodology 
6.1
Objectives and Goals

The Strategic Interoperable Communications Training and Exercise Plan (SICTEP) is designed to address a myriad of issues pertaining to interoperability throughout Alaska.  SICTEP goals include maximizing Public Safety Interoperable Communications (PSIC) funds for training and exercise development and delivery; aligning with other state all-hazard training and exercise plans; leverage other programs with parallel, overlapping, similar and related functions and interests; and ensure that interoperability components will be integrated into all future training and exercise programs.   Specific objectives cited to achieve these goals include:

· Developing a three-year cohesive strategic plan for the delivery of interoperable communications training and exercises in Alaska to maximize savings through the elimination of duplicative services and other cost-effective strategies
· Delivering a fluid document that will address all training and exercise initiatives addressed in the SCIP, PSIC grant, and future Federal and State funding programs and providing sufficient flexibility to address changing circumstances and requirements  

· Prioritizing the un-served and under-served communities in Alaska for inclusion in interoperable communications training and exercises
· Developing and identifying exercises and trainings opportunities, obtaining input and feedback during development from the DHS&EM Training and Exercise staff, and customizing interoperable communications policies and procedures for Alaska
· Developing a set of performance measures related to delivery of training, exercises and the implementation of the SICTEP

· Delivering a methodology for documenting and advertising training and exercise opportunities  

· Developing a strategy to include private sector partners who are not consistently involved in training and exercise  

(State of Alaska RFP number: 2009-0900-8602)
6.2
Roles and Responsibility 

The SICTEP is based upon the roles and responsibilities of specific agencies and organizations fulfill in emergency State and national emergency response hierarchy.  The SICTEP assumes that recommendations within this document are most likely to be interpreted and implemented by local emergency response agencies such as fire departments, law enforcement agencies or emergency management offices.  Therefore, local jurisdictions will have the greatest role in executing the specific elements of the plan.  

The SICTEP is generally intended for local jurisdictions.  However, strategies and programs identified in the SICTEP are easily applicable to State agency personnel–especially the training programs.  The SICTEP encourages private entities and Alaska-based federal agencies to review the training and exercise recommendations and to customize their own internal programs whenever practical.  However, the SICTEP recognizes that the State of Alaska does not have the authority to require specific private entities or federal agencies to adhere to the recommendations in the SICTEP.

All recommended guidelines in this plan are established and approved by the State Emergency Response Commission (SERC) Alaska Communications Interoperability Committee (AKICC).  AKICC is the governing body for interoperability initiatives in Alaska.  

6.3
Using the SICTEP to Facilitate Communications Planning

The SICTEP defines key training and exercises strategies that focus upon both short and long term goals.  In the short term, the SICTEP defines a specific three-year training and exercise strategy for Alaskan communities based upon their impact level.  As such, communities will be able to use the SICTEP as a guideline for developing their own training schedules, exercise frequencies and grant funding for interoperable communications training and exercise activities.  This three-year plan will lead to a standardization of training levels and complexity of exercise execution.  Moreover it will be a foundation upon which to develop a more effective response to complex Alaskan incidents in the future.  The SICTEP also lays the groundwork for a more formalized Alaskan interoperable communications credentialing process.  

The AKICC has provided oversight in the development of the SICTEP and will continue to oversee the maintenance of the plan through reports from DHS&EM staff.  Additionally, AKICC will be responsible for all maintenance, updates and distribution of the plan. 
6.4
Determining Operability and Interoperability Needs for 
Alaskan Communities
The communities selected to be included in the SICTEP vary widely in population, isolation, community resources, government structure and level of interoperable communications investment.  Developing a universal standard for interoperable communications training and exercise seemed unachievable and impractical.  Smaller communities may lack the resources to accomplish complex training and exercise programs.  Further, in most cases it is unnecessary for small, remote, low impact communities to have highly trained communication personnel who execute complex exercises.  The SICTEP is based upon the premise that communities at greater risk of impact during a disaster should be expected to demonstrate higher level of interoperable communications competency.  

Based upon this premise, an Alaska Disaster Impact Assessment (ADIA) was conducted for each SICTEP community.  The ADIA is not intended to be used as a Community Risk and Hazard Assessment (CRHA).  A CRHA is used to determine the types of incidents that are likely to occur in a community, their potential frequency, and the severity of impact to lives and property within that community.  The ADIA focuses upon the likely regional or statewide impact of community disasters.  For example, a disaster in a small, remote community might not have a significant impact upon the rest of the state.  However, a disaster in a community with a major oil refinery could have a significant impact by interrupting State or national oil supply.  Based upon this logic, communities received an impact score based upon the following criteria:

Hub Community:
Is the community a hub community?  A hub community is one that serves as a logistical gateway for the delivery of goods and services to other communities in the region.  

Community Population:
What  is the community population?  During a mass casualty incident, a community with a larger population is likely to require more State resources and services than a small community.

Port Community:
Does the jurisdiction include a port?  Communities with ports provide critical gateway for the passage of goods to communities.  

Major Regional Hub:
Is the jurisdiction a major regional hub for government?  The destruction of major local government infrastructure could seriously impede the delivery of disaster supplies and services in the event of a major disaster.

Proximity to Trans Alaska Pipeline:
Is the jurisdiction less than 50 miles from the Trans Alaska Pipeline?  Jurisdictions within 50 miles of the pipeline could reasonably be expected to assist in the initial response to any pipeline breach or serve as a base for spill response.  

Proximity to Military Installations:
Is the Jurisdiction less than 50 miles from a military installation?  Communities in close proximity to a military installation should be capable of communicating with their military partners in the event of a disaster.  

Proximity to the Alaska Railroad:
Is the jurisdiction less than 50 miles from the Alaska Railroad (ARR)?  Jurisdictions within 50 miles of the railroad could reasonably be expected to assist in the initial response to any major derailment or serve as a logistical base for response.  

Emergency Disaster Frequency:
How many times has the jurisdiction requested emergency disaster assistance from the State of Alaska in the past 30 years?  Jurisdictions with a history of local disasters that require State assistance should be able to demonstrate a higher level of communications capability due to the likelihood of another major, multi-agency event occurring in their community.

Mitigation Plan:
Does the jurisdiction have a mitigation plan?  A mitigation plan indicates an awareness of local hazards as well as likelihood that some of the impacts may have been alleviated.

Mitigation Funding:
Has the jurisdiction received mitigation funding in the past ten years?  If the jurisdiction has received mitigation funds in the past ten years, it is assumed that those funds have been used to diminish, to a certain degree, community impacts and would likely lessen the impact of a disaster in that community.  

The complete Alaska Disaster Impact Assessment (ADIA) can be found in Appendix G:  Reference Documents. 

6.4.1
Jurisdiction Impact Categorization

The ADIA’s were only administered to the designated SICTEP communities.  SICTEP communities are categorized by their impact rating below.  It should be noted that communities which are not included on this list may still utilize SICTEP standards and strategies.  Interested communities should simply review the lists to find the community that most closely matches their own jurisdiction in terms of the criteria described in Section 6.4. In general, most communities not included in the SICTEP list should place themselves in the low impact or moderate/low impact category.
	High Impact 
Communities
	Moderate-High Impact 
Communities


	Anchorage, Municipality of
Fairbanks, City of
Fairbanks North Star Borough
Kenai Peninsula Borough
Matanuska-Susitna Borough
North Pole
	Bethel

Juneau

Kenai, City of
Kodiak Island Borough
Nenana
Nome
Valdez
Whittier


	Moderate-Low Impact 
Communities
	Low Impact 
Communities

	Big Lake

Bristol Bay

Cordova

Craig

Delta Junction

Denali

Dillingham

Galena

Girdwood 

Glennallen

Haines, City of
Homer

Ketchikan, City of
Kodiak, City of 

Kotzebue

Lake and Peninsula Borough
North Slope Borough
Northwest Arctic  Borough
Palmer

Seward

Sitka Borough
Soldotna

Sutton 

Tok

Unalaska

Wasilla

Willow

Wrangell
	Aleutians East

Cantwell

Chickaloon
Cooper Landing 
Copper Center
Eagle

Gakona

Gulkana
Haines Borough
Healy

Hoonah

Hooper Bay

Hope

Houston

Kasilof

Ketchikan Gateway Borough
Kivalina

McGrath

Mentasta Lake

Moose Pass 

Nelchina

Ninilchik

Petersburg

Slana

Talkeetna

Tanana

Tazlina

Tetlin Junction

Wainwright

Yakutat


6.5
Determining Appropriate Levels of 
Interoperable Communication Capabilities for 
Each Disaster Impact Category
As described in Section 6.4 it is unrealistic and unnecessary to expect the same level of interoperable communications training, exercises, and capabilities from each jurisdiction because Alaskan communities vary widely from small rural villages to large urban centers.  Instead, SICTEP includes four distinct levels of communications capabilities to match the needs of Alaskan communities: 

· Expectations of Communications Capabilities (ECC) for High Impact Communities

· Expectations of Communications Capabilities (ECC) for Moderate/High Impact Communities

· Expectations of Communications Capabilities (ECC) for Moderate/Low Impact Communities

· Expectations of Communications Capabilities (ECC) for Low Impact Communities

The ECC standards were developed by combining elements of the SAFECOM Continuum, the DHS Target Capabilities List, the National Emergency Communications Plan, the 2003 Alaska EMS Goals Guidelines, and the Alaska State Communications and Interoperable Communications Plans.  Though each of these plans defines different aspects of communications tasks and activities no single document coordinates elements of all the plans cohesively.  The SICTEP is an effort to combine all elements effectively in a manner that is valuable to Alaskan communities.
For example, by expecting high impact communities to have the training and exercise experience in order establish complex interoperable communications quickly during a multi-agency incident, the SICTEP establishes a realistic public safety expectation for areas with denser populations.  Conversely, low impact communities tend to be the least capable of attending training or executing complex exercises due to lack of personnel resources and are much less likely to participate in a complex, multi-agency event.  Therefore, it is likely unnecessary for responders in low impact communities to attain a high level of technical knowledge about interoperable communications.  By using this common sense approach to training and exercise, grant funds may be strategically directed in a manner that is most cost-effective. 

The SICTEP ECC standard is designed specifically for Alaskan communities.  It is worth noting again that Alaska is a unique state and the SICTEP was specifically developed to accommodate Alaskan communities.  Recommendations for capabilities, especially those in the low impact category, many not be suitable for other communities nationwide.  However. the basic premise of the plan may be useful in other States and jurisdictions.   

6.6
Categories for Expectations of Communication Capabilities 
In general, ECC categories closely follow, but do not strictly adhere to, the SAFECOM Continuum measurements.  The categories include:  Governance, Plans and Standard Operating Procedures, Technology:  Communications Equipment and Systems, Training, Exercise, and Usage:  Frequency of Use and Familiarity.   

6.6.1
Defining the Governance Category

For the purposes of this document, governance groups are comprised of individuals who make decisions about interoperability on behalf of the community.  These decision-making groups are usually made up of public safety practitioners and leaders who bring together their expertise to improve public safety communications interoperability through strategic planning.  Governance groups are usually NOT responsible for dictating the operational details of an interoperable communications system.  For example: 

Governance groups may determine that the community interoperable communications plan should be tested annually through an exercise; however, it is not the responsibility of the governance group to execute the actual exercise.   

Governance groups may be formal groups that meet on a consistent basis or an informal group that meets as the need arises. 

Governance groups use governance agreements as mechanisms to ensure the availability and proper use of communications interoperability solutions for public safety.  They may include agreements to share frequencies, to share dispatch services, or to maintain and distribute radio caches (SAFECOM 2006 International Baseline Survey.)
6.6.2
Defining the Plans and Standard Operating Procedures Category

For the purposes of this document, plans are defined as macro-level documents that provide an operational overview or resource-based overview of interoperable communications within a jurisdiction.  Standard operating processes (SOPs) dictate the manner in which interoperable communications are used to support response efforts in a tactical environment.  A shared understanding of these procedures is essential to smooth and continuous communications during an incident.  Specifically defined, a formal plan or SOP is one that is published and actively referred to by response and support personnel (SAFECOM 2006 International Baseline Survey.)   

6.6.3
Technology:  Communications Equipment and Systems

Technology is a key element of interoperability. The radios of first responders are their communications lifeline—if the radios cannot interoperate, the first responders cannot interoperate. “Incompatible and aging communications equipment” was one of five key obstacles to interoperability cited in the 2003 National Task Force on Interoperability report.  For the purposes of this document, technology refers to the equipment deployed in the field or managed remotely that can be used to establish interoperability. In 97% of all communities nationwide, portable radios are the primary device to achieve interoperability because public safety missions typically revolve around communications between responders in the field.  This represents a willingness of first responders to use portable devices that are convenient and readily available. However, other devices better suited to the jurisdiction geography or response needs may also be identified under the umbrella of communications equipment (SAFECOM 2006 International Baseline Survey.)
6.6.4
Training

Training is essential to ensuring that personnel know how to set up, operate and deploy interoperable communications at an incident. Often, training is needed simply to ensure that personnel are aware of the operable and interoperable solutions available to them.  For purposes of this document, formal training is defined as training that includes a lesson plan and an assessment of student performance.  Training for field personnel addresses interoperability training for firefighters, paramedics, emergency medical technicians, and police officers. Depending on the technology used to obtain interoperability, field personnel may play a direct or indirect role in establishing and maintaining interoperable communications.  Field personnel include firefighters, paramedics, emergency medical technicians, and law enforcement personnel.  Training may also include recommendations for support personnel such as dispatchers or radio technicians (SAFECOM 2006 International Baseline Survey.).  
6.6.5
Exercise

Exercises allow groups of public safety agencies to test and practice with their communications equipment and procedures in a variety of simulated events. These can be discussion-based activities (such as tabletop exercises) or action-based activities (such as full-scale exercises in the field).  The exercises can uncover unanticipated issues and provide valuable lessons for response. Exercises can consist of small efforts limited to a few local first responders, or they can include complex exercises that involve multiple agencies and support personnel (SAFECOM 2006 International Baseline Survey.)
6.6.6
Usage:  Frequency of Use and Familiarity

Frequency of use and familiarity addresses the actual use of interoperable communications in emergency response situations. Usage refers to all levels of response—from early to advanced—and from day-to-day to out-of-the-ordinary (SAFECOM 2006 International Baseline Survey.)  

6.7
Expectations of Communication Capabilities for 
High Impact Communities
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The communities shown in the box at the right have been identified as High Impact Alaska Communities (see 6.4 for more information about impact assessments).  All Alaskan High Impact Communities should be able to demonstrate the capabilities listed below.

6.7.1
Governance

1. Your jurisdiction has a group of individuals or a committee that is responsible for interoperable communications strategies, investments and planning.

2. Your local or regional governance group could best be described as key multi-discipline staff collaboration on a regular basis—i.e. a number of agencies and disciplines working together in a local area to promote interoperability.

6.7.2
Plans and Standard Operating Procedures (SOPs)

1. SOPs are in place for daily events.

2. SOPs are in place for planned, daily events that require joint incident response by multiple agencies within the jurisdiction.  

3. SOPs are in place for daily and out-of-the-ordinary events that require joint incident response with agencies from outside the jurisdiction.

4. Processes are in place to develop and annually update SOPs for consistency across local response agencies.

5. Processes are in place to develop and annually update SOPs for consistency across local, State and Federal response agencies.

6. Key multi-discipline staff collaborates on a regular basis—i.e. a number of agencies and disciplines work together in a local area to plan for interoperable communications during response.

7. An up-to-date inventory of communications equipment used is in place; a process to update the inventory is also in place.

8. Your community has developed communications procedures that are written and accessible to responders 24/7.

9. Your community has a copy of your region’s Tactical Interoperable Communications Plan.
10. Your community has a community Emergency Operations Plan.

11. Your Emergency Operations Plan has a Communications Annex.

12. Your Communications Annex includes procedures that support communication with tribal governments.
13. Your Communications Annex includes procedures that support communication with volunteer agencies.

14. Your Communications Annex includes procedures that support communication with regional agencies.

15. Your Communications Annex includes procedures that support communication with State agencies.

16. Your community has a written procedure with which to dispatch first responders.

17. Your community has a written procedure for maintaining all emergency communications equipment.
18. Your communications plans comply with the National Incident Management System (NIMS).

6.7.3
Technology

1. Portable trunked radios or portable analog radios are the primary equipment that responders in your community use for field communications during emergency response.  

2. A secondary or back-up system in your community likely includes line-of-sight communications, mobile data terminals, cellular phones and texting devices.  

3. Your jurisdiction has detailed procedures to switch from primary to secondary/back-up equipment.  

4. During a complex, multi-agency response your community may solve interoperable communications challenges by radio exchange, radio cache, other emergency channels, a channel/console patch or a mobile communications vehicle.  

5. Planned solutions to on-scene radio incompatibility such as radio caches and mobile communications vehicles are readily deployable.

6. Infrastructure-based solutions are in place; advanced solutions which anticipate likely communication challenges are planned and familiar to responders in the field.

7. Complex solutions require radio technician support.

8. Though another community or agency may answer your jurisdiction’s incoming 911 calls, it is more likely that your community has its own public safety answering point (PSAP). 

9. Your PSAP is staffed 24/7.

10. Your PSAP is staffed by paid employees. 

6.7.4
Training

1. Training on policies and procedures is conducted for all field personnel.  

2. Training on communications equipment is conducted for all field personnel.  

3. Formal training occurs annually, usually as a refresher course.

4. At least one person for every 50 emergency response personnel in your community has attended the Communications Unit Leader training course; i.e. a community with 200 first responders would have sent at least four field individuals for COML training.
5. Training is cross-disciplinary whenever practical and routinely includes dispatchers.
6.7.5
Training Support Personnel

1. Training on policies and procedures is conducted for all support personnel.  

2. Training on communications equipment is conducted for all support personnel.  

3. Training occurs annually, usually as a refresher course.

4. Training for technical specialists occurs at least annually.

5. At least one technical or support person for every 50 emergency response per; i.e. a community with 200 first responders would have sent at least four technical or support staff to COML training.
6. Training is cross-disciplinary whenever practical and routinely includes dispatchers.  
6.7.6
Exercise

1. Field personnel participate annually in tabletop exercises that test at least one aspect of interoperable communications.

2. Support personnel participate annually in tabletop exercises that test at least one aspect of interoperable communications.

3. Field personnel participate every three years in full-scale exercises that test at least one aspect of interoperable communications.

4. Support personnel participate every three years in full-scale exercises that test at least one aspect of interoperable communications.

5. Communications elements are integrated into all exercises. Outcomes are measured and analyzed; After Action Reports (AAR's) are then developed.

6. Your community conducts a test of emergency communications equipment and systems at least once per quarter.
7. You include communications components in all your tabletop exercises

8. In the past three years, you have conducted a communications-specific exercise that included agencies from other jurisdictions.
9. Operational exercises include the role of an observer to monitor communications and record information for the AAR. The AAR serves as a tool for modifying future SOPs.
6.7.7
Frequency of Use and Familiarity

1. Local first responders are provided with continuous tactical communications throughout an incident via dispatch.
2. Continuous tactical communications occur seamlessly among local disciplines (i.e., law enforcement, fire, and EMS) at the scene of an incident.
3. 90% of communications sent and received are completely understood without ambiguity by the sender or the intended receiver during an incident. 

4. Interoperable communications are used for planned events for which the date and time are known (e.g., athletic events and large conferences/conventions that involve multiple responding agencies).

5. Interoperable communications is used for localized emergency incidents—i.e. emergency events that involve multiple local responding agencies.

6. Interoperable communications is used for coordination of agency respons​es across a region for routine events such as automatic aid as well as emergency response to natural and man-made disasters.   In this optimal solution, users are familiar with the operation of the system(s) and routinely work in concert with one another.
7. In your jurisdiction, communications systems are used in pertinent everyday activities and emergency incidents to ensure familiarity with system and cooperation among agencies and personnel.  The same system that is used for daily events is also used for disasters.
8. Key officials are notified in the event of an incident using relevant tools and technologies (e.g., call down lists, SMS [short message service], etc.)
9. The interoperable communications system in your jurisdiction serves State, local and non-governmental agencies.
10. The interoperable communications system in your community is a multi-agency, multi-jurisdictional shared system such as the Alaska Land Mobile Radio System (ALMR). 
6.8
Expectations of Communications Capabilities for Moderate/High Impact Communities
	The communities listed to the right have been identified as Moderate / High Impact Alaska Communities.  All Alaskan Moderate / High Impact Communities should be able to demonstrate the capabilities listed in this section.
	Moderate-/ High Impact
Communities

	
	Bethel

Juneau

Kenai, City of
Kodiak Island Borough
	Nenana
Nome
Valdez

Whittier


6.8.1
Governance

1. Your jurisdiction has a group of individuals or a committee that is responsible for interoperable communications strategies, investments and planning.

2. Your local or regional governance group could best be described as informal coordination between agencies—i.e. loose line-level or agen​cy-level agreements. 

6.8.2
Plans and Standard Operating Procedures (SOPs)

1. SOPs are in place for daily events.

2. SOPs are in place for daily events that require joint incident response by multiple agencies within the jurisdiction.  

3. SOPs are in place for daily and out-of-the-ordinary events that require joint incident response with agencies from outside the jurisdiction.

4. Processes are in place to annually update SOPs for consistency across local response agencies.

5. An up-to-date inventory of communications equipment is in place; a process to update the inventory is also in place.

6. Your community has developed communications procedures that are written and accessible to responders 24/7.

7. Your community has a copy of your region’s Tactical Interoperable Communications Plan.
8. Your community has an Emergency Operations Plan.

9. Your Emergency Operations Plan has a Communications Annex.

10. Your Communications Annex includes procedures that support communication with tribal governments.
11. Your Communications Annex includes procedures that support communication with volunteer agencies.

12. Your community has a written procedure with which to dispatch first responders.

13. Your communication plans comply with the National Incident Management System
(NIMS).

6.8.3
Technology:  Communication Equipment and Systems

1. Portable trunked radios or portable analog radios are the primary equipment that responders in your community use for field communications during emergency response.  

2. A secondary or back-up system in your community likely includes mobile data terminals, cellular phones and texting devices.  

3. During a complex, multi-agency response your community may solve interoperable communications challenges by radio exchange, radio cache, other emergency channels or a channel/console patch.  Usually these portable/mobile/temporary solutions for radio incompatibilities are developed in the field using the resources on-hand.   

4. Though your community may answer incoming 911 calls, it is also likely that an agency outside your community may answer incoming 911 calls on behalf of your community.  
6.8.4
Training for Field Personnel
1. Training on policies and procedures is conducted for all field personnel.  

2. Training on communications equipment is conducted for all field personnel.  

3. Informal training occurs annually, usually as a refresher course.

4. At least two field personnel in your jurisdiction have attended the Communications Unit Leader training course.
6.8.5
Training for Support Personnel

1. Training on policies and procedures is conducted for all support personnel.  

2. Training on communications equipment is conducted for all support personnel.  

3. Informal training occurs annually, usually as a refresher course.

4. Training for technical specialists occurs at least annually.

5. At least two support personnel in your jurisdiction have attended the Communications Unit Leader training course.
6.8.6
Exercise

1. Field personnel participate annually in tabletop exercises that test at least one aspect of interoperable communications.

2. Support personnel participate annually in tabletop exercises that test at least one aspect of interoperable communications.

3. Field personnel participate every three years in full-scale exercises that test at least one aspect of interoperable communications.

4. Support personnel participate every three years in full-scale exercises that test at least one aspect of interoperable communications.

5. Communications elements are integrated into all exercises. Outcomes are measured and analyzed; After Action Reports (AAR's) are then developed.

6. You conduct a test of emergency communications equipment and systems at least once per quarter.
7. You regularly include communications components in your tabletop exercises.
8. In the past three years, you have conducted a communications-specific exercise that included agencies from other jurisdictions.
6.8.7
Usage:  Frequency of Use and Familiarity

1. Local first responders are provided with continuous tactical communications throughout an incident via dispatch.
2. Continuous tactical communications occur seamless among local disciplines (i.e., law enforcement, fire, and EMS) at the scene of an incident.
3. 90% of communications sent and received are completely understood without ambiguity by the sender or the intended receiver during an incident.
4. Interoperable communications are used for planned events for which the date and time are known (e.g., athletic events and large conferences/conventions that involve multiple responding agencies).

5. Interoperable communications is used for localized emergency incidents—i.e. emergency events that involve multiple local responding agencies.

6. Interoperable communications is used for coordination of agency respons​es across a region for routine events such as automatic aid as well as emergency response to natural and man-made disasters.   In this optimal solution, users are familiar with the operation of the system(s) and routinely work in concert with one another.
7. In your jurisdiction, communications systems are used in pertinent everyday activities and emergency incidents to ensure familiarity with system and cooperation among agencies and personnel.  The same system that is used for daily events is also used for disasters.
8. Key officials are notified in the event of an incident using relevant tools and technologies (e.g., call down lists, SMS [short message service] etc.)
6.9
Expectations of Communication Capabilities for
Moderate / Low Impact Communities
The communities listed below have been identified as Moderate / Low Impact Alaska Communities (see 6.4 for more information about impact assessments).  All Alaskan Moderate / Low Impact communities should be able to demonstrate the capabilities listed below.

	Moderate-Low Impact 
Communities

	Big Lake

Bristol Bay

Cordova

Craig

Delta Junction
Denali

Dillingham
	Galena
Girdwood 
Glennallen
Haines, City of

Homer

Ketchikan, City of
Kodiak, City of
	Kotzebue
Lake and Peninsula Borough
North Slope Borough
Northwest Arctic Borough

Palmer
Seward 
Sitka
	Soldotna

Sutton 

Tok

Unalaska

Wasilla

Willow

Wrangell


6.9.1
Technology
1. During an emergency, first responders in your community usually rely upon a conventional radio system in order to communicate.  The system has shared frequencies and channels.

2. During an emergency, first responders in your community may also rely upon telephone, cellular phone or face-to-face exchanges to communicate incident information.

3. A back-up system for direct two-way communications between emergency responders is available in the event the primary system is compromised.  This back-up system may be comprised of two-way radios, cellular phones or pagers. 

4. Your community has a system or equipment with which to dispatch first responders.  Your community may also have a local dispatch center.  
5. When regional, State or Federal agencies respond within your community, responders tend to swap radios as a solution to enable interoperable communications among the agencies.

6.9.2
Plans and Standard Operating Procedures (SOPs)

1. In your community, most of the key emergency response agencies (law enforcement, fire response, and medical services) have an interoperable communications SOP for daily operations.
2. Your jurisdiction has a process in place to review and revise communications SOP’s.
3. Your community has developed joint communication SOPs among agencies or neighboring communities are developed for planned events (such as the Iditarod).
4. Your community has developed joint communication SOPs among agencies or neighboring communities for emergency incidents such as a mass casualty event.
5. Your community has developed communications procedures that are written, posted and accessible to responders 24/7.
6. Your community has a current inventory of communications equipment.

7. Your community has a written procedure for maintaining all emergency communications equipment.
8. Your community has a procedure for annual review and evaluation of the local communications plan.

9. Your communications plan complies with the National Incident Management System (NIMS).

6.9.3
Communication Exercises

1. You conduct a test of emergency communications equipment and systems at least once per quarter.
2. You regularly include communications components in your tabletop exercises.
3. In the past three years, you have conducted a communications-specific exercise for your local agencies.
4. In the past three years, you have conducted a communications-specific exercise that included agencies from other jurisdictions.
5. In the past three years, you have conducted an operational exercise that included a specific observer to monitor communications.
6.9.4
Frequency of Use and Familiarity

1. You use two-way radio communication for planned events such as athletic events and large conferences/conventions that involve multiple responding agencies within your community.
2. You use two-way radio for localized emergency incidents that involve agencies based within your community.
3. In your community, interoperable and operable systems are used every day for managing routine situations and emergency incidents. The same system that is used for daily events is also used for disasters.
4. Key officials are notified in the event of an incident using relevant tools and technologies (e.g., call down lists, SMS [short message service], etc.)

6.9.5
Communications Training

1. In your jurisdiction, all appropriate personnel in your community receive introductory training to operate communications systems according to their incident role.
2. In your jurisdiction, all appropriate personnel in your community receive annual refresher courses for the operation of communications system according to their incident role.
3. In your jurisdiction, interoperable systems are used in pertinent everyday activities and emergency incidents to ensure familiarity with the system.
4. At least one first responder in your jurisdiction has attended the Communications Unit Leader training course.
5. In your jurisdiction, communications systems are used in everyday activities and in emergency incidents to ensure inter-agency familiarity with communications.

6. In your jurisdiction, all personnel (including non traditional stakeholders)have been trained to operate communications systems according to their incident role.
6.10
Expectations of Communication Capabilities for 
Low Impact Communities
The communities listed below have been identified as Low Impact Alaska Communities (see 6.4 for more information about impact assessments).  All Alaskan Low Impact Communities should be able to demonstrate the capabilities listed below.
	Low Impact 
Communities

	Aleutians East

Cantwell 

Chickaloon

Cooper Landing 
Copper Center
Eagle
Gakona

Gulkana 
	Haines Borough

Healy

Hoonah

Hooper Bay

Hope

Houston

Kasilof
Ketchikan Gateway Borough
	Kivalina

McGrath

Mentasta Lake

Moose Pass 

Nelchina

Ninilchik

Petersburg
	Slana
Talkeetna

Tanana

Tazlina

Tetlin Junction

Wainwright

Yakutat Borough


6.10.1
Technology and Equipment

1. During an emergency, first responders in your community usually rely upon a conventional radio system in order to communicate.  The system may have shared frequencies and channels.

2. During an emergency, first responders in your community may also rely upon telephone, cellular phone or face-to-face exchanges to communicate incident information.

3. A back-up system for direct two-way communications between emergency responders is available in the event the primary system is compromised.  This back-up system may be comprised of two-way radios, cellar phones or pagers. 

4. You community has a system or equipment with which to dispatch first responders.    
5. When regional, State or Federal agencies respond within your community, responders tend to swap radios as a solution to enable interoperable communications among the agencies.
6.10.2
Plans and Standard Operating Procedures (SOPs)

1. In your community, most of the key emergency response agencies (law enforcement, fire response, and medical services) have an interoperable communications SOP for daily operations.
2. Your jurisdiction has a process in place to review and revise communications standard operating procedures.
3. Your community has developed joint communication SOPs among agencies, or neighboring communities are developed for emergency incidents such as a mass casualty event.
4. Your community has developed communications procedures that are written, posted and accessible to responders 24/7.
5. Your community has a current inventory of communications equipment.

6. Your community has a written procedure for maintaining all emergency communications equipment.
7. Your community has a procedure for annual review and evaluation of the local communications plan.

8. Your communications plan complies with the National Incident Management System (NIMS).

6.10.3
Communication Exercises

1. You conduct a test of emergency communications equipment and systems at least once per quarter.
2. You regularly include communications components in your tabletop exercises.
3. In the past three years, you have conducted a communications-specific exercise for your local agencies.
6.10.4
Frequency of Use and Familiarity

1. You use two-way radio communication for planned events such as athletic events and large conferences/conventions that involve multiple responding agencies within your community.
2. You use two-way radios for localized emergency incidents that involve agencies based within your community.  

3. In your community, interoperable and operable systems are used every day for managing routine situations and emergency incidents. The same system that is used for daily events is also used for disasters.
4. Key officials are notified in the event of an incident using relevant tools and technologies (e.g., call down lists, SMS [short message service], etc.)
6.10.5
Communications Training

1. In your jurisdiction, all appropriate personnel in your community receive introductory training to operate communications systems according to their incident role.
2. In your jurisdiction, all appropriate personnel in your community receive annual refresher courses for the operation of communications systems according to their incident role.
3. At least one first responder in your jurisdiction has attended the Communications Unit Leader training course 

4. In your jurisdiction, communications systems are used in everyday activities and in emergency incidents to ensure inter-agency familiarity with communications.

5. In your jurisdiction, all personnel (including non-traditional stakeholders) have been trained to operate communications systems according to their incident role.
6.11
Operable and Interoperable Communications Survey

Two surveys were developed for administration in SICTEP communities.  The High Impact survey was administered to those communities determined to have a High or Moderate/High Alaska Disaster Impact Assessment (ADIA) rating.  The Low Impact survey was administered communities determined to have a Moderate/Low or Low Alaska Disaster Impact Assessment (ADIA) rating. 
The survey questions were loosely based upon the SAFECOM Continuum and were intended to gather data by community, impact level and the general state of interoperable communications in Alaska.  No such survey had been conducted before; thus, no existing benchmarks or milestones existed at the time the survey was conducted.  To review the surveys in their entirety, see Appendix C:  Survey Data.
In general very few Alaskan jurisdictions have interoperable communications governance groups.  Most communities appear to rely upon a group of loosely affiliated individuals or one knowledgeable individual to make decisions about interoperable communications purchases and use.  This fact is not surprising considering the effectiveness of the AKICC and of the high level of individual community involvement in statewide communications oversight groups such as the Alaska Land Mobile Radio Executive Council and the Alaska Land Mobile Radio User Council.  

The majority of larger communities have SOPs in place for daily events that require joint incident response by multiple agencies within the jurisdiction.  These communities also tend to have processes in place to review SOP’s annually.  However, results were mixed in planning for communicating with agencies outside the jurisdiction with 59% of the respondents indicating that their communications plans did not include plans for interoperability with agencies outside their jurisdiction.  

Training in communities is sporadic with the vast majority of training occurring informally in the field.  Training for dispatchers, technicians and first responders varied widely among jurisdictions and reflects the fact that there are limited communications training opportunities available and that national training standards are not being adopted by all communities equally.  
To review the surveys in their entirety, as well as the survey results see Appendix C:  Survey Data.
7.0
SICTEP Training Program:
Credentialing, Certification and Recognition

7.1
Overview

The SICTEP is designed to suit Alaskan communities.  Traditionally, credentialing for statewide programs has presented logistical challenges.  Individuals who live in larger communities are often the only responders who have consistent opportunities to acquire and maintain their credentials.  Lack of access, the high number of unincorporated communities, lack of personnel and funding resources are challenges to individuals in remote communities who want to gain or maintain credentials.  In view of this situation, it might seem reasonable to develop a cadre of trained communications coordinators in urban areas who could be deployed to rural regions as needed.  However, the deployment distances and access issues in Alaska make a urban-centric deployable cadre an inefficient solution to the problem of lack of in-depth communications training in smaller communities.  As a result, SICTEP recommends an aggressive but attainable method for individuals to gain basic but effective communication coordination skills.  As a result of the streamlined requirements, Alaska will have a large number of moderately trained, accessible communications responders rather than a smaller group of experts who are hindered by their inability to deploy in a timely manner for Alaskan incidents.  
7.2
Interpreting NIMS Guidance for COML Credentialing
According to the NIMS Five-Year Training Plan “Stakeholders, based on guidance provided by the NIC, determine who should be trained and seek qualifications for emergency management and incident response positions, based upon their own plans, qualification, and credentialing policy.  With consideration of the national training guidance published by the NIC, stakeholders develop a training plan for their personnel. For example, States may decide to develop their own training courses to suite their specific needs while still meeting the national training guidance.   (NIMS Five-Year Training Plan Feb 2008 page 11-12).
SICTEP interprets this guidance to mean that the State of Alaska has the latitude to develop its own standards for Alaskan communications specialists.  As such, SICTEP is based upon the following assumptions:

· Most responders who participate in Communications Unit Leader (COML) training will not have an opportunity to complete the prescribed workbook which requires shadowing of Type I, II or III teams in order to achieve full COML status.
· The State of Alaska lacks the protocols and authorities, in general, to deploy responders (including COML’s) statewide from region to region or city to city.
· The majority of Alaska incidents last for one operational period or less—therefore, a successful Alaska COML program is one that enables COML’s to be on-scene within the first hours of an incident.
· Absent the ability to bring nationally accredited Type III COML’s on-scene during the first hours of an emergency, it is a practical and realistic to create a statewide cadre of trained responders who are familiar with key elements of the Communications Unit Leader role.
Based upon these assumptions, the AKICC has determined that Alaska will develop a new, intermediary communications position solely for operations occurring within the State of Alaska.  This position will be referred to as an Alaska Communications Generalist or 
COM-G. 

7.3
Alaska COM-G Recognition

In order to prevent conflicting interpretations about the procedures to confirm the eligibility of Alaska COM-G’s, individuals who meet all Alaska COM-G requirements and are approved by the AKICC will be considered recognized Alaska COM-G’s.    The term recognized is used because it does not have the same implications as the terms accredited or credentialed.  However, those individuals who are recognized Alaska COM-G’s may choose to further their education and experience by pursuing additional communications training and shadowing opportunities.  As the result of any additional training, individuals may receive national accreditation for their experience and may eventually become credentialed Type I, II or III COML’s.  
7.3.1
Defining Alaska COM-G Standards
For the purposes of the SICTEP, an “Alaskan COM-G” will be defined as having met, at a minimum, the following requirements

1. An individual who is current a member of a professional or volunteer emergency response agency in a local community

2. An individual who has successfully completed the DHS COML course

3. An individual who could potentially fulfill a role coordinating communications during actual incidents within a jurisdiction

4. An individual who primary job involves an emergency communications component (such as a first responder, dispatcher, or radio technician) or who specializes in communications through a volunteer organization
In addition to meeting or exceeding the criteria above, the successful Alaskan COM-G will submit at least five completed ICS-205 Incident Communications Plans (individuals from low-impact or moderate-low impact communities) and at least ten completed ICS-205 Incident Communications Plans (individuals from high-impact or moderate-high-impact communities).  These 205’s may be actual documented 205’s from previous incidents or the Alaskan COM-G candidate may create the 205’s retroactively based upon communications solutions from actual incidents. 
7.3.2
Requesting Alaska COM-G Approval

Individuals interested in attaining Alaska COM-G status should submit a resume, a letter confirming items 1-4 above, and the appropriate number of ICS 205 forms.  These documents should be sent to:

Alaska Interoperable Communications Committee (AKICC)
Alaska Division of Homeland Security and Emergency Management
P.O. Box 5750
Ft. Richardson, AK  99505-5750

The State Emergency Response Commission’s Alaska Interoperable Communications Committee (AKICC) will review each submission and consider the qualifications of each applicant.  Applicants should anticipate a response to their request within 60 days of AKICC’s receipt of application.  

The Alaska COM-G application checklist can be found in Appendix D:  Training Material.
7.3.3
Expectations for Alaska COM-G Capabilities
Recognized Alaskan COM-G’s will be familiar with or be able to execute tasks similar to those included in Type III COML training.  The training will qualify emergency responders as lead radio communication coordinators for local events if they possess the necessary prerequisites including knowledge of local communications; communications systems; and local, regional and State communications plans.  Alaska COM-G responsibilities include developing plans for effective use of incident communications equipment and managing distribution of communications to incident personnel.
7.4
SICTEP Training Menu for Local Jurisdictions

7.4.1
The Integration of SICTEP into the Five-Year NIMS Training Plan
A critical tool in promoting the nationwide implementation of NIMS is a well-developed training program to grow the number of qualified emergency management/response personnel.  The Incident Management Systems Integration Division is charged with the development of NIMS core competencies, training courses, and personnel qualifications.  Released in February 2008, the Five Year NIMS Training Plan:  

· Describes the operational foundations of nationwide training efforts; 
· Defines NIMS core competencies, training courses, and personnel qualifications as part of the National Training Program for NIMS; 
· Assembles and updates the training guidance for available NIMS courses (organized as a core curriculum); and 
· Lays out a plan for the next five years to continue development of the National Training Program  
(NIMS five year training plan Feb 2008, Executive Summary)  
The Five-Year NIMS Training Plan compiles the National Integration Center’s (NIC) existing and ongoing development of NIMS training and guidance for personnel qualification.  Previous guidance on NIMS training has been updated and is issued as an appendix in this document.  The National Training Program for NIMS will develop and maintain a common national foundation for training and qualifying emergency management/response personnel.  To accomplish this, the Five-Year NIMS Training Plan describes a sequence of goals, objectives, and action items that translates the functional capabilities defined in NIMS into positions, core competencies, training, and personnel.  (NIMS Five-Year Training Plan Feb 2008, Executive Summary)
The heart of the Five Year NIMS Training Plan is to develop the complete foundation of the National Training Program for NIMS which consists of:  
· Core competencies for typical positions; 
· A national core curriculum for NIMS; 
· Training guidance for specific courses within the core curriculum; and 
· Personnel qualifications guidelines
Adequately trained and qualified emergency management/response personnel are critical to the national implementation of NIMS.  Position qualifications need to be developed that not only define a mature state for the Training Program, when personnel may follow the stair-step model shown in Figure 7.1 (following page) but also recognize interim criteria that will be suitable to fill senior positions based on training and experience predating the establishment of position-qualification guidelines within the National Training Program for NIMS.  
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Figure 7-1:  Stair Step Model for Incident Management Personnel

NIMS implementation means that NIMS is institutionalized in a sustainable manner within every organizations, agency, and jurisdiction in order to be effectively and efficiently used for emergency management and incident response activities.  The National Training Program for NIMS and the Five-Year NIMS Training Plan describe a complimentary evolution of compliance requirements as the Program evolves.  
(NIMS Five-Year Training Plan Feb 2008, page 24)
The SICTEP interprets this guidance in the following manner:

· Certain training requirements and standards have yet to be defined at the national level

· Training certification, particularly in the area of communications, is not clearly defined for all stakeholders

· The current National Training Program places an emphasis on the personnel qualifications steps illustrated in 7.1 (NIMS Five-Year Training Plan Feb 2008) 

· The personal qualification step process is difficult to attain  for the majority of Alaskan local responders

· The State of Alaska Division of Homeland Security and Emergency Management has the latitude to customize portions of the training guidance in order to make training more meaningful for Alaskan stakeholders

The SICTEP training menu for local jurisdictions is intended to provide an overall view of appropriate training opportunities available to first responders, managers and executive level personnel.  While the SICTEP focuses upon the improvement and execution of communications skills through training, other NIMS-compliant training requirements are also listed in this menu.  
The following training options should be viewed as possible training opportunities.  Readers are advised to locate the specific training plan for their own community in Section 9.0:  Community Specific Training Plans to determine the specific training requirements for their jurisdiction.  Depending upon the training requirements for each community, state grant funding may be available to enable personnel to participate in the training.  
The courses listed below are described on the following pages:

	Dispatcher and 
Dispatch Center Personnel
Continuity of Operations Plans for PSAPs

Disaster Planning for PSAPs

Advanced Disaster Planning for PSAPs

The Telecommunicators Role in Homeland Security

Technical Personnel

Radio Technician Examination

Vendor Based Training
(see special section)
COML Type III Training
Communications Unit Leader Training Courses

Vendor Based Training
See section for course listing and information
	
	
Field Personnel
IS-700:
National Incident Management System (NIMS) - An Introduction

IS-800:
National Response Framework (NRF) – An Introduction

IS-100:
Introduction to the Incident Command System

IS-200:
ICS for Single Resource Action Incidents

IS-300:
Intermediate ICS

IS-400:
Advanced ICS

IS-701:
NIMS Multi-agency Coordination Systems (MACS)

IS-702:
NIMS Public Information

IS-704:
NIMS Communications and Information Management

P400:
All-Hazards Incident Commander

IS-802:
Emergency Support Functions Communications


COML Type III Training


7.4.2
Training for Dispatcher and Dispatch Center Personnel

7.4.2.1
Continuity of Operations Plans for PSAPs
Does your PSAP have a Continuity of Operations Plan (CoOP)?  While most centers have overarching disaster plans and make logistical preparations (to varying degrees) for disaster response and recovery, what would happen to your management team in the wake of catastrophic events?  Do all your key personnel know the order of succession for your agency?  Are they well versed in carrying out essential functions and roles they may have to assume?  Are procedures in place for relocation, devolution, and reconstruction?  Whether you have a Continuity of Operations Plan or not, this course will show you how to create one, or improve what you already have in place.  Additionally, attendees will learn the elements necessary for writing comprehensive and effective CoOPs, strategies for informing and educating team members, and methods for enacting the plan under extreme circumstances.

This is a National Emergency Number Association (NENA) Course.  Visit www.nena.org for registration information.

7.4.2.2
Disaster Planning for PSAPs
This course is a primer in disaster planning to help 9-1-1 professionals prepare for and survive calamities that can cause disruptions to PSAP systems and failures in overall PSAP operations.  The class focuses on what every employee of a 9-1-1 center can do before, during, and after catastrophic events to ensure they are able to provide continuous service.

Attendees will examine the major systems found in most PSAP, including Computer Aided Dispatch, radio, GIS and mapping, power supply, 9-1-1 telephony, and mobile data, and learn what impact the failures of such systems have on PSAP operations.  Additionally, the class will address the backup procedures that PSAPs can implement and utilize in their effort to mitigate the impact of system failures.  This offering employs a straightforward, non-technical approach, and provides both supervisory and non-supervisory PSAP personnel with the tools they need to help their PSAP withstand disasters.

This is a National Emergency Number Association (NENA) Course.  Visit www.nena.org for registration information.

7.4.2.3
Advanced Disaster Planning for PSAPs
Disasters can send shockwaves through the emergency response system.  They can paralyze 9-1-1 communications, endanger the lives of PSAP employees, and leave the public and field responders without a point of contact.  This two-day, highly-interactive class focuses on what PSAP management and governmental decision makers serving in emergency communications can do to prepare for crises.

Attendees will be provided with in-depth examples of events that can cause catastrophic disruptions to PSAP operations, and will work both individually and in teams to build solutions to these issues.  Topics such as personnel safety, health and welfare, staffing, facility security, redundancy and diversity of critical operating systems, backup procedures, and post-event recovery are addressed.  This course is presented in an easy-to-understand format and is recommended for all emergency communications professionals and State and local government leaders seeking to enhance to their pre-disaster preparation and post-disaster mitigation policies and practices.

This is a National Emergency Number Association (NENA) Course.  Visit www.nena.org for registration information.

7.4.2.4
The Telecommunicators Role In Homeland Security

It is important for telecommunicators to realize that terrorism incidents can take place anywhere at anytime.  As with most other emergencies, telecommunicators will be the first to become aware that a possible terrorist event has occurred.  Telecommunicators play a vital role in recognizing terrorist incidents, especially while they are in progress.  Terrorism events require specialized actions and telecommunicators will have to deal with a new set of circumstances, far different from the average structure fires, vehicle accidents and even HAZMAT incidents.  This course will assist the telecommunicator in determining that a possible terrorist event has occurred and the appropriate response.  Topics include: Basic Overview of Modern Terrorism Threats, Response to Specific Terrorism Incidents, Anatomy of a Terrorism Incident, BNICE, Syndromic Surveillance, Resources and Resource Coordination, ICS in Terrorism Response 

This is an Association of Public-Safety Communication Officials (APCO) course.  Visit http://www.apcointl.org/ for registration information. 

7.4.3
Training for Technical Personnel*
7.4.3.1
Radio Technician Examination
The current APCO Institute Radio Technician Examination covers the material that a 2-way Radio Technician working in the communications center and the field should know.  The major areas of concern are FCC Regulations, Basic Electronics, and Special Issues that are encountered in public safety communications.  The breakdown of the examination is 30% Regulatory, 40% Basic Electronics, and 30% Special Issues-related. 

The examination is for working technicians, not engineers, and covers troubleshooting rather than design.  This examination is only applicable to radio technicians, not computer, audio-visual or consumer technicians.  In general, it covers the same type of material that the FCC formerly covered in the Second Class Radiotelephone License Examination, with less emphasis on design and engineering, and more on troubleshooting.  This is an online, open book, timed examination.

This is an Association of Public-Safety Communication Officials (APCO) course. Visit http://www.apcointl.org/ for registration information.
7.4.4
Training for Field Personnel (http://training.fema.gov/IS/NIMS)
IS-700:
National Incident Management System (NIMS) An Introduction

Key Concepts:  

Describe the key concepts and principles underlying the NIMS.
	· ICS:  
Identify the benefits of using ICS as the national incident management model. 

· Area Command:  
Describe when it is appropriate to institute an area command. 

· MACS:  
Describe when it is appropriate to institute a Multi-agency Coordination System. 

· JIS:  
Describe the benefits of using a JIS for public information. 

· Preparedness:  
Identify the ways in which the NIMS affects preparedness. 
	· Resource Management:  
Describe how the NIMS affects how resources are managed. 

· Communications:  
Describe the advantages of common communication and information management systems. 

· Technology:  
Explain how the NIMS influence technology and technology systems. 

· NIC:  
Describe the purpose of the NIMS Integration


IS-700 is intended for all personnel with a direct role in emergency management/response such as:  
· Executive level–
Political and government leaders; agency and organization administrators and department heads; personnel that fill ICS roles as unified commanders, incident commanders, Command Staff, or General Staff in either area command or single incidents; senior MACS personnel; senior emergency managers; and emergency operations center Command or General Staff.

· Managerial level–
Agency and organization management between the executive level and first-level supervision; personnel who fill ICS roles as Branch Directors, Division/Group Supervisors, Unit Leaders, technical specialists, strike team and task force leaders, single resource leaders, and field supervisors; midlevel MACS personnel; EOC Section Chiefs, Branch Directors, Unit Leaders, and other emergency management/response personnel who require a higher level of ICS/NIMS training. 

· Responder level–
Emergency response providers and disaster workers, entry level to managerial level, including emergency medical service personnel; firefighters; medical personnel; police officers; public health personnel; public work/utility personnel; and other emergency management response personnel. 
IS-800:
National Response Framework (NRF)
An Introduction

Key Concepts: 
The course introduces participants to the concepts and principles of the NRF and the response doctrine. 

· Roles and Responsibilities: 
Describe the roles and responsibilities of entities as specified in the NRF and actions that support national response. 

· Organization: 
Identify the organizational structure used for NRF coordination. Describe the field-level organizations and teams activated under the NRF. 

· Incident Management: 
Identify the incident management activities addressed by the NRF to include multi-agency coordination. 

· Planning: 
Describes how planning relates to national preparedness. 

IS-800 is intended for all Federal, State, tribal, and local emergency management/response personnel whose primary responsibility is emergency management. Specifically, officials who must take the course include: 

· Personnel in Federal departments and agencies with emergency management and incident response responsibilities under the NRF. 

· Officials in State and Territorial governments with emergency management and incident response responsibilities, personnel from emergency management agencies, and personnel from agencies who support and interact with the NRF's 15 Emergency Support Functions and Support Annexes. 

· Officials in tribal entities and local jurisdictions with overall emergency management responsibilities as dictated by law or ordinance, officials with overall emergency management responsibilities through delegation, and officials primarily involved in emergency planning.
ICS-100:
Introduction to the Incident Command System

Key Concepts: 

· Purpose of ICS: 
Identify requirements to use ICS, three purposes of ICS, and common incident tasks. 

· Basic Features of ICS: 
Describe the basic features of ICS. 

· Incident Commander and Command Staff Functions: 
Describe the role and function of the incident commander and Command Staff. 

· General Staff Functions: 
Describe the role and function of the Operations, Planning, Logistics and Finance/Administration sections. 

· Facilities: 
Describe the six basic ICS facilities, identify facilities that may be located together, and identify facility map symbols. 

· Common Responsibilities: 
Describe common mobilization responsibilities and common responsibilities at an incident, list individual accountability and responsibilities, and describe common demobilization responsibilities. 

ICS-100 is intended for Federal, State, tribal, and local personnel would normally be involved in emergency response/management. Specifically, personnel who must take the course include: 

· Responder level–
emergency response providers and disaster workers, entry level to managerial level, including emergency medical service personnel; firefighters; medical personnel; police officers; public health personnel; public work/utility personnel; and other emergency management response personnel 

· Typically, all Federal, State, tribal, local, private-sector, and non-governmental personnel at the following levels of responsibility in emergency management and incident response operations: first-line supervisor, mid-level management and command and general staff. 

ICS-200:
ICS for Single Resource Action Incidents

Key Concepts:

· Leadership and Management: 
Describe the chain of command and formal communication relationships, identify common leadership responsibilities, describe span of control and modular development, and describe the use of position titles. 

· Delegation of Authority and Management by Objectives: 
Describe scope of authority and the process by which authority is delegated. Management by objectives must be described and explained. 

· Functional Areas and Positions: 
Identify the ICS tools to manage an incident, demonstrate the function of organizational positions within ICS, and demonstrate the use of an ICS 201 form. 

· Briefings: 
Give an operational briefing and describe components of field, staff and section briefings/meetings. 

· Organizational Flexibility: 
Explain how the modular organization expands and contracts, complete a complexity analysis given a specific scenario, define the five types of incidents, and describe the importance of preparedness plans and agreements. 

· Transfer of Command: 
List the essential elements of information involved in transfer of command and describe a transfer-of-command process.

ICS-200 is intended for Federal, State, tribal, and local personnel would normally be involved in emergency response/management. 
Typically, all Federal, State, tribal, local, private-sector, and non-governmental personnel at the following levels of responsibility in emergency management and incident response operations: first-line supervisor, mid-level management and command and general staff. 

ICS-300:
Intermediate ICS

Key Concepts:

· ICS Fundamentals Review: 
Explain ICS staffing fundamentals and organization, including reporting and working relationships, information flow, and transfer of command. Match responsibility statements to each ICS organizational element. 

· Unified Command: 
Define and identify the primary features of unified command. Describe the unified command organization and functions in a multi-jurisdictional or multi-agency incident. Demonstrate roles and reporting relationships under a unified command in single and multi-jurisdictional incidents. 

· Incident Management Operations: 
Describe methods and tools used to assess incident/event complexity. Describe the five steps in transferring and assuming incident command. Identify the key principles of incident management operations. Describe the process for developing incident objectives, strategies, and tactics. 

· Resource Management: 
Identify and describe four basic principles of resource management. Identify the basic steps involved in managing incident resources. Demonstrate proper use of ICS forms. 

· Planning Process: 
Identify the importance of and explain the differences between planning for incidents or events. Discuss major planning steps, including logistical concerns, cost-benefit analysis, situational understanding, plan development, implementation, and evaluation. 

· Demobilization:
Transfer of Command, Closeout

ICS-300 is intended for Federal, State, tribal, and local personnel would normally be involved in emergency response/management.  Typically, required personnel include all mid-level management, Federal, State, tribal, local, private-sector, and non-governmental personnel, including persons serving as command staff, section chiefs, strike team leaders, task force leaders, unit leaders, division/group supervisors, branch directors, and multi-agency coordination system/emergency operations center staff.

ICS-400:
Advanced ICS

Key Concepts:

· Command and General Staff: 
Describe how unified command functions in a multi-jurisdictional or multi-agency incident. List the major steps involved in the planning process. Describe issues that influence incident complexity and available analysis tools. Describe the primary guidelines and responsibilities of the Command and General Staff positions.

· Major and/or Complex Incident/Event Management: 
Deputies and Assistants: List the primary factors affecting major and/or complex incidents and events. List the four expansion options for incident/event organization and describe their application.

· Area Command: 
Define and list the principal advantages of area command, and describe how, where, and when area command would be established. Describe area command organization and identify six primary functions of area command.

· Unified Command: 
Demonstrate knowledge of unified command structure and operations.

· Multi-agency Coordination: 
Describe the kinds of incident/event management problems that can occur due to a lack of multi-agency coordination. Identify the major guidelines for establishing and using MAC groups and systems and their primary components. List the responsibilities of key elements with MACS.

· Organizational Relationships: 
Describe the organizational relationships among area command, unified command, multi-entity coordination systems, and emergency operation centers. 

ICS-400 is intended for Federal, State, tribal, and local personnel would normally be involved in emergency response/management.  Typically, required personnel include all Federal, State, tribal, local, private-sector, and non-governmental personnel, including persons serving as Command and General Staff in an ICS organization, select department heads with multi-agency coordination system responsibilities, area managers, emergency managers, and multi-agency coordination system/emergency operations center managers. 

IS-701:
NIMS Multi-agency Coordination Systems (MACS)

Key Concepts:

· Concepts: 
Describe the key concepts and principles underlying NIMS. 

· ICS: 
Identify the benefits of using ICS as the national incident management model. 

· Area Command: 
Describe when it is appropriate to institute an area command. 

· MACS: 
Describe when it is appropriate to institute a Multi-agency Coordination System. 

· JIS: 
Describe the benefits of using a JIS for public information. 

· Preparedness: 
Identify the ways in which the NIMS affect preparedness. 

· Resource Management: 
Describe how the NIMS affect how resources are managed. 

· Communications: 
Describe the advantages of common communication and information management 

· Technology: 
Explain how the NIMS influence technology and technology systems. 

· NIC: 
Describe the purpose of the NIMS Integration Center.

IS-701 is intended for personnel with a direct role in MACS and complex incident management or response  including Federal, State, tribal, and local emergency management/response personnel—among them, incident commanders from all emergency management disciplines, private industry personnel responsible for coordination activities during a disaster, and Voluntary Organizations Active in Disaster (VOAD) personnel.

IS-702:
NIMS Public Information

Key Concepts:

· Joint Information System & Joint Information Center: 
Define NIMS public information systems, including onsite operations, the JIS and the JIC, and how they relate to each other. 

· JIS/JIC Process: 
Describe the JIS/JIC process of gathering, verifying, coordinating, and disseminating information by public information and incident management personnel. 

· Agency Participation: 
Identify each agency involved in given emergency situations and the role of each in the JIS to ensure that appropriate situational awareness information is communicated to the public. 

· Relationship to MACS: 
Define key terms related to public information systems, including the relationship with multi-agency coordination systems and the field. 

· Resource Requirements: 
Identify typical resource requirements for public information systems.

This course is designed for experienced State and local PIOs. 
IS-704:
NIMS Communications and Information Management

Key Objectives:

· Define communications and information management at the local, tribal, State, and Federal levels of government to include the common operating picture and common communications and data standards. 

· Identify each agency involved in communications and information management activities before, during, and after a domestic incident

· Identify typical interoperability standards established by the NIMS Integration Center relative to communications and information management, including incident notification and situation reports, status reports, analytical data, geospatial information, wireless communications, and identification and authentication issues. 

· Define key terms related to communications and information management, including the relationship with multi-agency coordination systems, public information, and the field. 

· Identify incident management communications issues relative to the incident command system for individual jurisdictions and for multiple jurisdictions. 

· Identify potential coordination and policy issues arising from an incident relative to communications and information. 

IS-704 is designed for members of the general public, emergency management/response personnel, elected officials of State, tribal, and local governments; appointed officials of State, tribal, and local governments; employees of the Department of Homeland Security; and employees of other Federal agencies.
P400:
All-Hazards Incident Commander

Key Concepts:

· Managing the Organization:
Describe how to manage an IMT, common management and communication perils, the role of human resource specialists, and union agreements.
· IMT Administration and Readiness:
Describe the incident commander’s responsibilities; identify orientation procedures and methods to measure success and build teams.
· Kits, Aids, Guides:
Identify the components of a typical incident commander’s kit.
· Command, Coordination, Support, and Oversight: 
Describe the purpose and function as related to incident management; define agency administrator. 

· Command Structure and MACS:
Describe the concept and purpose of unified command and area command and the role of PFO and MACS.
· AA and IC Cooperation:
Describe complexity analyses and clarification of authority and define the responsibility in preparing and conducting an agency administrator briefing.
· Transfer of Command:
Describe elements of an effective transfer of command and the purpose of a transition plan; identify required forms.
· Communication, Information, and Intelligence Processing:
Describe primary communication responsibilities, target audiences, and sources to obtain intelligence.  Define information and intelligence and ways to enhance internal communications.
· Objectives, Strategies, and Tactics:
Define incident objectives, strategies, and tactics.
· Plans and Meetings:
Describe the plans and meetings for which the IC is responsible.
· Staffing:
Describe the staffing responsibilities and considerations of the IC.
· Agreements:
Describe agreements united in incident management and the difference between a cooperative.
P-400 All-Hazards Incident Commander Course is designed for individuals who would fill the role of Type 3 Incident Commander.

IS-802:
Emergency Support Functions Communications 

Key Objectives:
At the end of this course, students will be able to:
1. Describe the overall purpose and scope of ESF #2. 
2. Identify the supplemental assistance ESF #2 provides to State, tribal, and local governments.
3. Identify typical actions accomplished by ESF #2 resources and teams. 
4. Describe the types of partnerships formed between ESF #2 and other response agencies and organizations.

Primary Audience:
This course is intended for government executives, private-sector and non-governmental organization (NGO) leaders, and emergency management practitioners. This includes senior elected and appointed leaders, such as Federal department or agency heads, State Governors, mayors, tribal leaders, and city or county officials those who have a responsibility to provide for effective response.

7.4.5
Training for COML Type III Personnel

7.4.5.1
Communications Unit Leader Training Courses
In the coming months, the Office of Emergency Communications is offering several opportunities to take the All-Hazards Type III Communications Unit Leader (COML) training course.  This course trains emergency responders on how to serve as radio communications unit leaders during all-hazards emergency operations.  This training will significantly improve communications across the multiple disciplines and jurisdictions responding to an incident.  This COML training will qualify emergency responders as lead radio communications coordinators if they possess the necessary prerequisites, including knowledge of local communications; communications systems; and local, regional, and State communications plans.  COML responsibilities include developing plans for the effective use of incident communications equipment and facilities, managing the distribution of communications equipment to incident personnel, and coordinating the installation and testing of communications equipment.

Primary Audience:
This course is intended for communications technicians, dispatchers or first responders who would likely play a leading role in coordinating communications during a multi-agency incident.

7.4.6
Vendor-based Training for Personnel

Vendor-based training is widely available for personnel and is usually based upon the proprietary equipment being sold to the jurisdiction.  Often, jurisdictions may require training for subscriber units (radios), gateway system, consoles, and/or infrastructure.  This training may be required for the initial installation or use of equipment, as the result of staff turn-over, or may be needed periodically as a “refresher.”  

The following vendor-based training is available via instructive video, CD and PowerPoint presentation.  Visit the Alaska Land Mobile Radio System (ALMR) site at http://www.alaskalandmobileradio.org/ in order to view the complete list of training materials (Appendix D:  Training Material).  Examples of free training include:

ASTRO XTS 5000 (Models I, II & III) Portable Training

XTL 5000 Mobile Training

CENTRACOM Elite Radio Dispatch Console Training

XTS 5000 portable radio end-user training

EFJ 5100 portable radio end-user training

All training materials are available for checkout from the ALMR office at:  

Alaska Land Mobile Radio
5900 E. Tudor Road, Suite 121
Anchorage, AK 99507
For more information, contact 907-334-2567

8.0
Exercise Implementation

8.1
Exercise Scenarios and How to Use Them
The communications exercise scenarios included in this section are intended to be used for a series of short, repetitive exercises.  Since support functions such as communications are often only addressed peripherally during exercises, it is both useful and necessary for jurisdictions to conduct exercises that focus specifically upon operable and interoperable communications.  The scenarios included in this section are intended to be the basis of customized communications exercises for each jurisdiction.  Exercises should last for approximately 1 hour and should include representatives from multiple agencies.  By focusing exclusively on communications and using the exercise tools provided in Appendix E:  Exercise Materials, jurisdictions will be able to conduct their own series of quick, effective communications exercises.   

8.1.1
Purpose of the Scenarios

Jurisdictions may use the following generic scenarios in order to conduct communications exercises within their own communities.  Ideally, local exercise planners should customize the following scenarios to match the geography, topography, population and climate of their community.  Scenarios can be increased in complexity to challenge larger communities or simplified to better reflect the profiles of smaller communities.  These scenarios are intended as suggested situations—communities should not consider the following scenarios as mandatory or required.   

8.1.2
Directions for Using the Communications Scenarios
These scenarios were developed specifically for communications tabletop exercises.  They are intentionally brief to prevent the tendency of exercise participants to focus upon the emergency response efforts.  Participants should focus upon identifying the main agencies that would participate in an actual event during the initial operational period.  Once identified, agencies should be placed in the appropriate position on the ICS organizational chart.  
The following page illustrates an organizational chart with the hierarchy of response for an incident.  Charts should be customized based upon the specifics of the incident.  For step-by-step guidance for using these scenarios, refer to Appendix E:  Exercise Materials.
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Figure 8-1:  Organizational Chart for Disaster Response

8.1.3
Completing the ICS-205 Incident Communications Plan 

Once the incident organizational chart is complete, participants should use the ICS 205 Incident Communications Plan form to identify the manner in which the first responders in different sections and branches could communicate with each other.  Note that an interoperable communications solution is the ideal solution to solving communications challenges; however, exercise participants are also encouraged to develop other solution such as trading radios, the “buddy system”, cellular phones, communications relays through dispatch centers or even landline telephone calls.  A sample ICS-205 form can be found in Appendix E:  Exercise Materials of this document.  
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Figure 8-2:  ICS205 Incident Communications Plan

An effective 205 must establish talk-paths for each group and includes the following information:  radio type or cache, channel or talk group, function, frequency/tone, assignment, and remarks.  When developing the initial communications the following questions should be considered:

· Do units share the same system?

· Do units belong to a system that is interconnected?

· Do units share common talk groups?

· Are units UHF and/or VHF?

· Is there a gateway solution that could connect disparate systems?  
· Is there a cache of radios that could be used?
8.1.4
The Role of the Dispatcher in Developing Communication Plans
During the Initial Operational Periods

In the initial stages of the an incident, dispatchers may have to take on a communications leadership role until the arrival of an on-scene Communications Unit Leader (COML) or until another on-scene responder takes over the coordination of communications in the field.  Often, COML’s may not be available or responders may be too busy with their primary job to focus upon strategic communications.  If this is the case, the dispatcher may act as the communications coordinator for the entirety of the incident in absence of or in coordination with the Incident Commander.  As such, it is important that communities include dispatchers in all their communications training and exercises.  
8.2
Generic Scenarios

1.  FLOOD
Local rivers are rising due to heavy spring rains and snowmelt.  A dam failure upriver sends a wall of water surging down the Stony River.  River's Edge subdivision (or village) is located along the banks of the Stony River in a natural basin.  The area is flooded from the rising water.  Residents report a water level at five feet.  Approximately 100 households are located in the flood area.  Victims are reported on rooftops including elderly, small children and people with pets.  Within ¼ mile of the community, roads become impassable because of flooding.  Some roads are washed out.  A major sandbag effort is underway to prevent flood waters from reaching City Hall, Rivers Edge Elementary School and the Old Soldiers Retirement Home.  Power is out in several areas.  The spring air temperature is 52 degrees.  More rain is forecasted for the next 4 days.  
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2.  CHEMICAL FIRE
At the height of summer, a fire is spotted in a small house at the end of a long, winding driveway in a rural area of the community.  Neighbors report hearing an explosion and smoke is billowing from the home.  Fire response units arrive.  Three adults and two toddlers are outside and do not appear to be injured.  However, the adults appear to be under the influence of an illegal substance.  Law enforcement arrives.  Law enforcement dispatchers identify the address as a site of frequent reported disturbances including drug- related altercations and the site of a suspected meth lab.  On-scene fire response is concerned that the fire may spread to nearby trees and may ignite a wildfire.
3.  PLANE CRASH
A small 6-passenger executive jet (or float plane) crashed shortly after take-off from the local airport.  The craft landed on a main roadway.  The plane and at least three vehicles are engulfed in flames.  One of the vehicles is a local school bus.  There are several injuries.  Spectators are leaving their cars and approaching the scene for a better look.

4.  MASS CASUALTY – EXPLOSION
9-1-1 has received a call about an explosion at a local convenience store.  Witnesses report that a young man purposefully ignited an explosive device in an apparent murder/suicide.  His intended victim, his girlfriend died in the explosion.  There are several other injuries.  It is believed that between 10-15 individuals were in the store at the time of the blast.  Their various injuries include burns.  The store entrance sustained extensive damage and is unstable.  The status of the remainder of the building is unknown.

5.  CIVIL UNREST
The first basketball game of the season is being held between two rival schools.  Members of the crowd are very vocal as the game progresses and begin shouting insults.  Some appear to be intoxicated.  Two people are escorted out of the facility for fighting.  As half-time approaches, a fight breaks out between two players.  Both benches empty as more players begin to join the fight.  Soon the crowd in the stands pours onto the court to join in the melee.  Three security guards assigned to the event are overwhelmed.  Two volunteer paramedics who are working the event are trying to reach victims but are not able to break through the crowd.  
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6.  MASS CASUALTY – INFECTIOUS DISEASE
Two Golden Age Adventure buses have arrived in town for a three-day tour stop-over.  Each of the two motor coaches carries approximately 40 passengers.  The passengers are split up among different local hotels and motels.  Later that same day, two passengers go to the local clinic with nausea, vomiting and severe diarrhea.  They are very dehydrated.  Throughout the evening ambulances are requested at several hotels for victims reporting severe flu-like symptoms including vomiting, abdominal pain and diarrhea.  9-1-1 dispatch contacts the community health officer to report a possible outbreak of Norwalk virus.

7.  SHOOTER ON CAMPUS
	At 10am there are reports of gunfire in the administrative offices of a local school.  The shooter is reported to be a male wearing a hooded sweatshirt and dark glasses.  He is carrying at least one hand gun and one assault rifle.  9-1-1dispatch receives multiple calls from students and faculty reporting the shooting and requesting medical assistance.  There are reports of several dead and injured but an exact number is not available.  Callers report that the shooter is barricaded in a nearby conference room with at least five staff members.  Students and faculty have begun to evacuate the building.  
	


8.  BRIDGE COLLAPSE 
At 10:00 a.m. Terrytown emergency dispatch begins to receive dozens of calls that the High Hill Bridge has collapsed.  Initial reports include the following information which has not yet been verified by responders on-scene.  A school bus full of students is balancing precariously on debris, front wheels hanging over the edge.  There is visible smoke coming from debris.  Debris is scattered in the river below.  No confirmed information about dead or injured.  Several distressed friends and family members call to report loved ones trapped on the bridge.  Crowds of spectators are beginning to gather on both sides of the bridge.  Some spectators are walking on the bridge presumably to help rescue victims.  Frantic parents arrive and demand to know the status of the students on the bus.  Mayor’s office is inundated with calls from the public about the status of victims.  National media are Mayor’s office.  Safety of remaining bridge is still in question.  Terrytown police and fire convene on both sides of the bridge and set up an initial perimeter.  
9.  STRUCTURAL COLLAPSE – HEAVY SEARCH AND RESCUE/RECOVERY
At 2 p.m. on Tuesday afternoon, a magnitude 7.5 earthquake strikes Alaska.  The community of Owensville remains largely intact; however, the elementary school is badly damaged.  The roads to the school are passable and first responders are able to reach the building.  The building appears to be completely compromised with a total roof collapse.  Some of the students and teachers have emerged from the building and are standing outside in the elements.  It is unknown how many students and staff remain in the building.  Parents are beginning to arrive at the school.
10.  DECONTAMINATION/HAZMAT

9-1-1 receives a report of a chemical leak at the local water utility.  The plant was evacuated and many employees are outside of the utility and reporting stinging eyes, burning throats and vomiting.  At least two employees are believed to still be inside the plant.  
8.3
Table Top Exercise Guidance for Facilitators and Evaluators

8.3.1
General Overview
The Department of Homeland Security Exercise and Evaluation Program provides guidance for the planning, preparation, execution and evaluation of communications exercises.  A summary of that guidance is included in this section.  

[image: image10]
“Communications-Specific Exercise Methodology” is a complete guidance document.  The cover is shown above.  The entire document is available at:
http://www.safecomprogram.gov/NR/rdonlyres/C67306E9-3C28-4654-91A5-0CDFD6D3DE55/0/
CommunicationsSpecificTabletopExerciseMethodology.pdf
8.3.2
Participants

Players:
Players respond to the situation presented based on current knowledge of response procedures, plans, cross-jurisdictional agreements, and communications capabilities.  During the exercise, some players may have more active or less active roles than others, depending on their real-world jurisdictional proximity to, or involvement in, the scenario as presented.  However, all players are encouraged to participate fully and to think through the potential ramifications of the scenario to their agency. 

Observers:
Observers take written notes of the jurisdictional, training, and technological interoperability gaps noted during exercise play.  They should be prepared to provide their input to the group during the debriefing that follows the exercise.  Please note that observers do not participate in exercise play during the moderated TTX discussion. 

Facilitators:
Facilitators provide situational updates and moderate the conversation.  They also provide additional information or resolve questions as they develop.  Facilitators keep the “play” of the exercise participants focused. 

Data Collector:
Data collectors transcribe processed verbal information accurately and quickly onto a computer.  Multiple data collectors may be useful to ensure complete and accurate capture of findings.

8.3.3
General Flow of the Event

The facilitator will present questions during each phase of the incident.  At each phase, responders will be asked first to identify themselves and then to discuss the communications required at that point in the scenario.  If a player responds to the scene of a given scenario incident, that player should physically move themselves to the appropriate “incident table,” as identified during the pre-exercise briefing.  Following the completion of the exercise, players and observers alike will be given the opportunity to provide thoughts and feedback during a debrief session.  

Following the completion of the TTX, the exercise staff will develop an After Action Report (AAR).  The AAR will be based on information gleaned from discussion and comments made during the TTX.  This document will serve as a gap analysis of the interoperable communications capabilities of the jurisdiction.  The AAR will be provided to responding agencies through the jurisdiction sponsoring the exercise.  

Follow-up activities are recommended.  These activities include involvement in a functional exercise where equipment use is demonstrated and involvement in a full-scale field exercise.  They would allow field testing and validation of the interoperable communication solutions that may be implemented following this TTX. 
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9.0
Community Specific Training Plans
The following section contains a three-year training and exercise plans for each SICTEP community.  These plans are presented alphabetically by community name within impact category, high to low as follows:
	High Impact 
Communities
	Moderate-High Impact 
Communities
	Moderate-Low Impact 
Communities
	Low Impact 
Communities


	Anchorage, Municipality of

Fairbanks, City of

Fairbanks North Star Borough

Kenai Peninsula Borough

Matanuska-Susitna Borough

North Pole
	Bethel

Juneau

Kenai, City of

Kodiak Island Borough

Nenana

Nome

Valdez

Whittier
	Big Lake

Bristol Bay

Cordova

Craig

Delta Junction

Denali

Dillingham

Galena

Girdwood 

Glennallen

Haines, City of

Homer

Ketchikan, City of

Kodiak, City of 

Kotzebue

Lake and Peninsula Borough

North Slope Borough

Northwest Arctic  Borough

Palmer

Seward

Sitka Borough

Soldotna

Sutton 

Tok

Unalaska

Wasilla

Willow

Wrangell
	Aleutians East

Cantwell

Chickaloon

Cooper Landing 

Copper Center

Eagle

Gakona

Gulkana

Haines Borough

Healy

Hoonah

Hooper Bay

Hope

Houston

Kasilof

Ketchikan Gateway Borough

Kivalina

McGrath

Mentasta Lake

Moose Pass 

Nelchina

Ninilchik

Petersburg

Slana

Talkeetna

Tanana

Tazlina

Tetlin Junction

Wainwright

Yakutat
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High Risk Communities�
�
�
Anchorage, Municipality of


Fairbanks, City of


Fairbanks North Star Borough


Kenai Peninsula Borough


Matanuska-Susitna Borough


North Pole�
�
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